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PREFACE

In 2018, ElaadNL published “Exploring the PKI for ISO
15118 in the EV charging ecosystem”. In this publica-
tion we had our first look at the ISO 15118 standard and
shared our thought process on finding out how the
standard works and how it could be incorpo rated in
the EV market.

We also had a first look at the Public Key Infrastructure that is needed
for digital security, and the consequences for the various roles in the EV
ecosystem.

This new publication can be considered a follow-up, based on new de-
velopments in the market and new ideas that have come up over the
last years since our previous publication. We have again attempted to
explain our findings and shared our thoughts on how to successfully im-
plement the ISO 15118 standard in the market, allowing all market players
to participate, looking not only at the technological solutions for PKI in-
teroperability, but also at the consequences for market governance and
quality rules.

We have done our utmost, together with the participants of our demon-
stration projects, to give an accurate and complete overview of what we
have learned. If the reader would find anything in this publication that
could be further clarified or improved, please let us know, so we can im-
prove future versions of this document or future publications around this
topic. Please also do not hesitate to contact us and join the discussion on
this topic!
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MANAGEMENT
SUMMARY

ISO 15118 is the upcoming standard for secure infor-
mation exchange between electric vehicles, charging
stations and Mobility Service Providers. With industry
adoption increasing and legislators recommending
and even considering mandating ISO 15118, it is very
important to understand the implications of this stan-
dard.

ISO 15118 operates inside a Public Key Infrastructure (PKI) ecosystem,
where market parties agree to work together. A PKI governing organiza-
tion sets the terms of access, pricing, information exchange formats and
audit procedures.

Therefore, the PKI that operates ISO 15118 not only handles the technical
aspects, it also holds a powerful position in the market.

X1l
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Canon of the PKI| assessment

2018

2019

2020

2021

2022

ElaadNL's first demonstration of Charging using ISO 15118
& OCPP at the Global EV Charging Test in Arnhem. Pub-
lication “Exploring the PKI for ISO15118 the EV charging
ecoystem V1.0”

PKI conference in the Amsterdam Arena Second demon-
stration of charging using ISO 15118 at the CharlIN Testival
in Arnhem Interoperability testing of ISO 15118 at the Joint
Research Centre (JRC) of the European Commission in
Petten

PKI interoperability demonstration using Cross Certifica-
tion

PKI interoperability demonstration using a Certificate
Trust List

Publication of this study " Public Key Infrastructure for ISO
15118 Freedom of choice for consumer & an open access
market." Fall 2022: PKI interoperability demonstration on
PKI Certificate Pool level

We would like to thank all our partners without whom we would

not have learned what we know today.

Management Summary
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There is a lot at stake in this strategic, growing market

The European Commission and many European Countries want to ac-
celerate adoption of zero emission transport, want to protect consum-
ers’ freedom of choice and uphold fair and open access to the European
market.

Large industries, such as Oil Companies, Utility Companies and OEMs,
want to protect and expand their position in the energy and transport
domain.

European, American and Asian industries are competing for the best
starting point at home and abroad.

Startups and newcomers to the Energy and Mobility industry are highly
motivated by the opportunities offered by this fundamental change.

Cooperation between all these stakeholders is para-
mount for successful transition to electric mobility
that is centered around the European consumers.

This publication addresses three main top-
ics related to a PKI, keeping in mind the

expeditious transition to E-mobility, infor-

mation security, consumer freedom and a

level playing field for the industry.

XIV
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Market Rules and Governance to ensure freedom for con-
sumers

To ensure freedom for consumers, Market Rules and Governance must
be put in place.

) Consumers’ freedom to select and change
their E-Mobility Service Provider (EMSP) at
any time, regardless of their vehicle brand

(] Consumers’ freedom to charge at any
Charging Station, regardless of their
vehicle brand or their E-mobility Service
Provider

Since 2015, Dutch EV drivers have enjoyed this

freedom, being able to charge at any charging

station, regardless of their Service Provider or vehicle

brand. The open protocols OCPP and OCPI are the norm.

This open approach was a key success factor in bringing the

Netherlands where they are today: the country with the highest number

of charging stations per inhabitant. It is clear that for Dutch EV drivers,
there is no going back to closed systems.

Securing this consumer freedom whilst intro-
v ducing ISO 15118 is possible and requires the
effort and commitment of both industry and
legislators. Part 1 of this publication describes
the market rules that are needed to make
this happen.

Management Summary
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XVI

Market Rules and Governance to ensure a fair and open
market for all market parties

Today the RFID card is the main method of EMSP contract identification.
What will change with ISO 15118, is that the OEM needs to agree to the
EMSP that a consumer selects. OEMs could themselves be in competi-
tion with these EMSPs, since OEMs are setting up EMSP services them-
selves (moving up the value chain).

This aspect of ISO 15118 means that non-OEM EMSPs are at a disadvan-
tage. This is a market imbalance that can only be addressed through
market rules and governance.

All in all, the market will enter a very competitive phase, where market
players will venture up and down the value chain and where the
size of a company matters when it comes to negotiations.
A market dictated by large companies or companies
that operate - directly or indirectly — in multiple mar-
ket roles is unlikely to provide the needed innova-
tion, service and price pressure unless there are
clear rules.

Ultimately, it is to be expected that OEMs and

possible also large CSOs (owned by Utility Compa-

nies and Energy Companies that have direct access

to prime locations, such as fueling stations) may be-

come too dominant in the development of the e-mobil-

ity market which will in turn lead to a slower transition of the
transport sector.

Again, introducing ISO 15118 in a level playing field is possible and also
requires the effort and commitment of both industry and legislators. The
market rules as described in part 1 of this publication will make this a
reality.

Management Summary



Technical Interoperability

In this strategic, growing and international market, multiple PKls will
emerge. Not addressing PKI interoperability will result in multiple in-
operable EV charging ecosystems, leading to compartmentalization of
charging services. This is inefficient and frustrating for consumers.

For the technical solutions to work together there needs to be a standard

way to implement the digital secure commmunication,

both inside a PKI, as well as between separate

PKiIs. The technical options resulting in PKI

interoperability are presented in part 2

of this publication and are the result

of joint discussions, development

and testing with many leading v

companies in the EV charging in-

dustry during the past 2 years. N

Commitment of the EV Charging

Industry and legislators to this O
technical part of PKI interoper-

ability is needed for the sake of

consumer freedom and a compet-

itive market.

Management Summary XVII



XVII

Quality Rules
For market parties to trust different PKls and for PKls to trust each other,

there needs to be agreement on the individual PKI's Quality rules. These
Quality Rules need to be defined clearly in the Certificate Policy and un-
derlying audit requirements. This way, interoperability is achieved, whilst
safeguarding consumer privacy, safety and digital security.

The topic of concrete and detailed PKI Quality Rules should be addressed
at European Level, facilitating the cooperation between independent
PKiIs. Part 3 of this publication addresses the Quality Rules required for
independent PKiIs to trust each other.

Inclusivity of 1ISO 15118

ISO 15118 and the surrounding PKI technology is complex. Test events,
test equipment and participation in PKI projects are expensive. To keep
this technology inclusive, it is important to allow anyone to learn, devel-
op, test and build ISO 15118 systems. ISO 15118 should not be a premium
technology for an elite group of companies. Let ISO 15118 be accessible
for everyone.

The way the PKI ecosystem for ISO 15118 will be defined, will determine
the success and competitiveness of the European EV charging industry
as well as the speed of the E-mobility transition. Shaping this PKI eco-
system is a joint effort of the industry and legislators and calls for invest-
ments on both sides.

Management Summary
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Inspired by: "Un dimanche apres-midi a
I'lle de la Grande Jatte." Georges Seurat

At the start of La Belle Epoque and the second
wave of the industrial revolution. Redefining

society, just like the energy transition today.
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1. INTRODUCTION

ElaadNL is the knowledge and innovation center in
the field of smart charging infrastructure in the Neth-
erlands. ElaadNL is a partnership of the Dutch grid
operators who manage the Dutch electricity and gas
networks. Through their mutual involvement in Elaad-
NL, the Dutch grid operators prepare for a future with
electric mobility and renewable energy sources.

Since 2011, The International Standards Organization (ISO) has worked
on a new way of secure digital authentication and authorization for
charging of electric vehicles (EVs), popularly called ‘Plug & Charge’ (PnC).
By simply plugging in, EV drivers can identify themselves and start a
charging session without the need of an RFID card or an app on their
phone. The underlying technology is defined in the standard ISO 15118.

A ‘digital certificate’ is embedded inside the vehicle and takes over the
function of the physical RFID card or other external identification means.
When an EV driver plugs in at a Charging Station that is equipped to
read these digital certificates, information exchange will be automatic
and secure. The digital certificates are used to authenticate the contract-
ing party, i.e. the owner or driver of the EV, to encrypt the information
exchange and to digitally sign the data. But ISO 15118 is not only about
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digital security and ‘Plug&Charge’, it also describes the way to exchange
information between the EV and the Charging Station, enabling smart
charging. This is very important with regard to energy management or
demand response in the electricity grid.

This 1ISO 15118 standard is, at the time of
writing of this publication, recommend-
ed by the European Commission (EC) to
use in public tenders (see reference [STF-

European

RECOMM]) and is recommended/mandat- ommission
ed in some states in the US.

To enable this new method of authentication and trans-
action handling as defined in ISO 15118, a Public Key

S L . Infrastructure (PKI) is needed. A PKl is a set of roles,
The next generation
in/of EV Charging policies, and procedures needed to manage digi-

tal certificates and public-key encryption. All par-

X . .
Digilal certificates en

authentificalion &
smart charging

Plug & Charge

ties that participate in the PKI trust each other and can ex-

change digital information in a secure way. In 2017 the first EV

came to the market that is equipped with ‘Plug&Charge’ technology

based on ISO 15118 and there is already one PKI in operation for produc-

tion EVs. It is expected that more PKIs will enter the market, given the

developing nature of the EV charging industry, the multitude of players
and the competitive and cross border nature of the industry.

4 Introduction



Multiple independent PKils

When there are multiple independent PKis, by their very nature
they will not be interoperable unless all PKls mutually agree to
‘trust’ each other and agree on technical, operational and gover-
nance aspects of interoperation.

When these PKils, their respective owners and participants are
each other's competitors, they may be reluctant to cooperate, re-
sulting in a plethora of independent, non-interoperable PKls. This
will lead to:

() Consumer lock-in: consumers can only use Charging Sta-
tions or only select E-Mobility Service Providers (EMSPs)
that are part of the PKI of choice of their vehicle manufac-
turer

) Competition lock-out: PKI governing organizations have
the power to exclude parties and new entrants from partic-
ipating in the PKI or allow them to participate under unfa-
vorable terms.

A neutral PKI system, that guarantees fairness, openness and a
level playing field will require additional effort and commitment
from the side of legislators and the industry. This is a joint effort
between OEMs, Charging Station Operators (CSOs) and E-Mobility
Service Providers (EMSPs) but also the Utility Industry (Grid Oper-
ators, Energy Suppliers and Balance Responsible Parties).

Introduction 5



It is of course important that OEMs can trust the Charging Stations and
Contract Certificates, but their dependency on the PKI is relatively limit-
ed compared to CSOs and EMSPs. CSOs and EMSPs are required to join
the PKI, adhere to its rules, submit to its audits, pay the PKI fees and work
with the systems performance.

What is sometimes overlooked, is that for Utilities, an open PKI infra-
structure is essential too. Utilities operate critical infrastructure and the
grid integration of electric vehicles in a secure manner is their top pri-
ority. Load balancing and bidirectional power flow (or V2X) are key to
the transition to e-mobility. With the upcoming new version of ISO 15118,
called I1SO 15118-20, securing all communication to the vehicle with dig-
ital certificates is mandatory®. When Utilities would want to access in-
formation needed for smart charging or Vehicle to Grid services (Energy
Requested, Time of Departure, State of Charge, etc.) they need access to
the PKI ecosystem.

A neutral PKI ¢
guarantees fairne

and a8 level plauing
require effort and comi

To illustrate the importance of a neutral PKI system for the different
stakeholders in the EV market, the figure illustrates the dependencies.

Introducing ISO 15118 into the European e-mobility system affects all
players and requires broad understanding of the matter and inclusive
discussions on the best way to define the implementation in the mar-
ket.

a: In ISO 15118-2, the usage of digital certificates (Transport Layer Security (TLS))
was not mandatory for all functionality, in the ISO 15118-20 it is changed to be

mandatory for all messaging.
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Dependencies

How the different
actors in the EV land-
scape are impacted. '
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Landscape

EV charging infrastructure
Some of the relevant actors,
indication of annual revenue

OIL
INDUSTRY 8P
$164 bn
China
Petroleum
Shell $355bn
$ 263 bn

ENERGY
MANAGEMENT

Siemens
$87bn

ABB
® $29 bn
Schneider y
$29bn @ \ charging
infrastructure
Alfen .
$ 67 min
EVBox*
$ 70 min
STARTUPS ° o o
UNICORNS °* o FastNed
$7min

DISRUPTERS *°

Samsung
Alphabet $200 bn
$182 bn

Amazon
$ 368 bn

Apple
$274 bn

TECH
COMPANIES
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Tesla
$53 bn

Many industries see busi-
ness opportunities in this
new EV charging market.

It is yet to be seen how this
will play out between famil-
iar faces from the different
corners of the landscape &
new entries and disruptors
in the market.

UTILITIES

EDF
$80 bn

. Leaseplan
$10 bn

. SGEF
$10 bn

. VISA
$10 bn

FINANCIAL
INSTITUTIONS

VW group
$ 250 bn
Bosch
$78 bn
Toyota
$ 250 bn
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2. FREEDOM OF CHOICE FOR
CONSUMERS AND AN
OPEN ACCES MARKET

While the technical framework for a PKI is described
in the ISO 15118 standard, complemented

) by the VDE application ruleP, further
/\ measures are needed in order to
achieve interoperability, free-

dom of choice for consumers

A collaboralive . and a level playing field for
business market actors like EMSPs,
ecosystem will CSOs, Utilities and OEMs:
benefit all

Market Rules and Governance. Part-1

To protect consumers and to protect
the open access market, market rules need to be

put in place and the market needs to be monitored
by a regulatory body. Part 1 of this publication describes in

detail the proposed approach for Market Rules and Governance of an
Open PKI system.

pP: The VDE Application Rule describes a number of technical topics are not de-

scribed in the ISO 15118 standard itself, but are needed to setup an ISO 15118
ecosystem.

Introduction
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Technical interoperability between PKI's. Part-2

For the technical solutions to work together there needs to be a stan-
dard way to implement the digital secure communication. This applies
to the interoperability inside a PKI, as well as interoperability between
separate PKls. Part 2 of this publication describes in detail the results
of the ElaadNL project and proposed approach for ‘Intra-PKI'- and ‘In-
ter-PKI' interoperability for an Open PKI system.

Detailing Quality rules for PKils. Part-3

For market parties to trust different PKls and for PKls to trust each other,
there needs to be agreement on the individual PKI's Quality rules, stated
in the Certificate Policy and underlying audit requirements. Part 3 of this
publication describes in more detail the proposed Quality Rules for an
Open PKI system and the ongoing work to date. These rules need to be
in place and accepted by all market participants.

Regardless of the way the market is organized - one PKI or multiple PKls
- in all cases quality rules, interoperability rules, market rules and inde-
pendent governance are essential to ensure freedom of choice for con-
sumers as well as open access and a level playing field for market actors.

Introduction



Regardless of the wau the
markel is organized, in

all cases qualily rules,
interoperability rules, markel
rules and independent
governance are essential
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3. MARKET DESIGN: ONE
PKI' OR MULTIPLE PKls

The interoperable Public Key Infrastructure for E-mo-
bility can be designed as a single PKI system or as
a multiple PKI ecosystem. This market design can
evolve over time; for example the market can start off
with only one PKI and new PKIls can emerge at a lat-
er stage. The market design can also differ in different
regions in the world, for example in Europe, in North
America or Asia.

It is important to note that this document does not address the market
design with multiple, non-interoperable PKls: while this design is not un-
realistic, it does not ensure freedom of choice for consumers, nor open
access and a level playing field for market actors. It is therefore not an
acceptable market design, particularly in the European context of free
movement of services, goods, money and people.

3.1 Single PKI Design

In this set-up, all market players (CSOs, EMSPs, OEMs) join one
and the same PKI, that enables interoperability by default.
If market players do not join this PKI, they are not interop-
S erable with the rest of the market with regards to the
ISO 15118 functionalities.
B

Introduction



A distinction can be made between owning, governing the PKI and op-
erating the PKI. In this document, the definitions are:

) Owning — company owning the actual Root CA private key and
certificate.
) Governing - deciding on the procedures, conditions for oper-

ating and allowing access to the PKI, e.g. participant determin-
ing audit requirements

) Operating — doing the actual technical work for creating and
distributing certificates, auditing participants and, in the case
of ISO 15118, hosting certificate pools.

Within this single PKI design, there are several nuances regarding:

A One single PKI that is owned, governed and operated by a
commercial organization (owned by market parties)

B One single PKI that is owned, governed and operated by an
industry association (a non-profit organization that consists
of a subset of the market parties)

C One single PKI that is owned, governed and operated by a gov-
ernmental agency (that answers to for example the European
Commission)

Using one single PKI is the least complex architec-
ture on a technical and organizational level

and in that respect is an attractive market
design. The issue with this market design

is that the single PKI holds a monopo-
ly over the entire E-mobility market.
It holds disproportionate power re-
garding for example participation

Using one sinc
is the least compl
architecture, bul it
holds @ monopoly
over the entire

E-mobility market

contract terms, prices, operational
performance, technical aspects and

dispute resolution. Additionally, it

makes the PKI vulnerable to accusa-
tions and legal action with regards to
market power abuse.
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This monopoly position will need to be surrounded by a framework of
Market Rules and Governance by a Governmental Agency, addressing
industry and governmental unease. Still, it is unlikely that all market play-
ers and legislators will agree on one PKI and additional PKls are bound to
surface. At the time of publication of this document, already 4 V2G Root
CAs were aiming to operate in the European market. To ensure freedom
of choice for consumers and open access and a level playing field for
market actors, interoperability between these PKiIs is needed.

3.2. A Multiple, interoperable PKI design

In a market where several PKls are active, it is still possible to achieve
interoperability through one of three mechanisms:

1 Cross Recognition: multiple PKI's exist in the market. Everybody
agrees that all PKis are “trusted”. A design for an ISO 15118 ecosys-
tem based on this mechanism could require a subset of the mar-
ket players to join all PKls, whereas the rest of the market could

only join one PKI. More details of this interoperable design are
explained in Part 2.

There are two additional designs that do allow market par-
ties to only join one PKI and still be interoperable with the
market parties that join other PKis:

2 Cross Certification: Multiple PKl's agree to cooperate,

using the interoperability mechanism of ‘cross certification’

(see Part 2). Interoperability is handled by a technical mecha-

nism where parties from different PKls (often the Root CAs) set-
up a technical trust relation.

3 Certificate Trust List: Multiple PKl's agree to cooperate, using the
interoperability mechanism of a ‘certificate trust list’' (see Part 2)

Introduction



All of these multi PKI market designs introduce more complex-
ity on the technical and organizational level. In Part 2 of
this publication we will show the technical impact.

In all cases, when multiple PKls work together, ¢
market rules and governance to ensure an -
open and fair market (see Part 1) and qual- i Tneeesppeeenees €

ity rules for PKls to trust each other (see
Part 3) are required.
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3.3. Relation with roaming

In the current EV market, information exchange is needed between
CSOs and EMSPs to authorize and (financially) settle charging sessions.
This “roaming” is currently done peer to peer and via roaming hubs. The
discussion of the open and interoperable PKI is an independent topic of
the freedom of EMSPs and CSOs to engage in roaming agreements. A
more detailed explanation is given below.

Authentication and authorization

Authentication is currently based on the identifier of the contract, often
the contract id or the identifier of the RFID card of an EV user that be-
longs to the contract. When using the Plug & Charge functionality from
the ISO 15118 standard, the RFID card is replaced by a digital certificate.

When using ISO 15118, the following complementary methods for autho-
rizing the contract in case of roaming are possible:

1. Check the ISO 15118 E-Mobility Account Identifier (EMAID) that is
included in the digital certificate.

2. Check the entire contract certificate from the EV

The most logical option seems to use the first option at the CSMS, us-
ing the EMAID or contract identifier, making the actual roaming setup
similar to the current roaming market (and the second option preferably
already in the Charging Station). When a contract for an EV user is creat-
ed by an EMSP, it should prepare the contract certificate, send it to one
or more contract certificate pools and add the contract identifier to one
or more roaming hubs or make this contract identifier available via the
EMSP peer to peer roaming connections.

Exchanging metering information from the EV

The ISO 15118 standard has a “metering receipt (ISO15118-2) / confirmation
(1ISO15118-20)": a signed message related to metering. The purpose of the

Introduction



standard is to use this message for billing, implying that this message
should also be exchanged with the EMSP. Therefore, this message could
lead to an extension of the current roaming functionality of roaming
hubs or additions to peer to peer roaming protocols. Since this ISO 15118
message is signed by the EV using the private key belonging to the Con-
tract Certificate (that the EMSP originally created), the EMSP can validate
this message without further exchange of certificates.

This metering receipt thus boils down to additional information that has
to be sent from the CSO to the EMSP and can therefore be combined
with the currently exchanged data between these roles for settling a
charging session, a charge detail record.

Both the authorization as well as the exchange of additional metering
information could impact existing roaming solutions, but do not add a
dependency between the roaming hub and the PKI infrastructure. CSO's
and EMSPs are can choose a PKI and roaming solution independent of
each other, provided that the roaming solution supports the ISO 15118 re-
lated information described above. Of course, central roaming hub solu-
tions and solutions for ISO 15118 certificate pools could be combined as a
“one stop shop” for EMSPs and CSOs (as a commercial proposition).

Introduction
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4. PURPOSE OF THIS

PUBLICATION

This publication addresses the three main issues re-

lated to a PKI that must be resolved to enable a com-
petitive e-mobility market that serves the European

consumers:
Part 1 Market Rules and Governance to ensure a fair and open market
Part 2 Technical Interoperability within a performant system
Part 3 Quality standards to safeguard consumer privacy, safety and dig-

ital security.

At the time of writing of this publication, several initiatives have ad-

dressed or are addressing the topic of an open, fair and consumer-cen-

tric PKI ecosystem for E-Mobility:

The European Commission has set up a Sustainable Transport Fo-
rum sub-group on governance and standards for commmunication
exchange in the electromobility ecosystem. “The main focus of the
sub-group shall be the development of a governance structure
and, to propose an implementation strategy for the operation of
a public key infrastructure (PKI), or similar IT solution, that allows
an open, single, secure and economically efficient management
of the digital communications between the electric vehicle and
the recharging infrastructure.”

A CharIN® PKI Task Force has developed a “Recommendation for
a Certificate Policy for an ISO15118 PKI (2020-08-06)".

O CharlN is an Industry association dedicated to promote interoperability based
on the Combined Charging System (CCS) as the global standard for charging
vehicles of all kinds, supporting ISO 15118 as the standard between EV and
Charging Station.
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A CharIN PKI Task Force is developing a Use Case based interop-
erability document: “The interoperability document will describe
use cases of the communication flow from all actors involved in
the PnC environment. On this baseline requirements will be de-
fined in order to manage multiple Root CA ‘s and certificate dis-
tribution and data exchange.”

CharIN has started a project for a new PnC Market Implementa-
tion “The goal of project “Plug and Charge Europe” is to set up the
Public Key Infrastructure (PKIl), a technology needed to enable se-
cure authentication and authorization via digital certificates in
accordance to ISO 15718, with CharIN as operator and provider of
required services. CharIN as neutral and international authority
shall ensure the fair, open and non-discriminatory operation of
the PKI across all stakeholders and thus successfully overcome
previous hurdles in the Plug and Charge implementation.” Charin
has published its Terms “CharIN PnC Terms & Conditions”, describ-
ing the Market Rules for it's V2G Root CA and its PKI participants.

ElaadNL is contributing to all these initiatives and aims with this publica-
tion to support the discussions:

Provide an overview and update regarding the Open PKI for ISO
15118 to all e-Mobility Stakeholders, including the hundreds of Leg-
islators, Policy Makers, Security Experts, CSOs, EMSPs, Utilities and
many more that are not active inside the above mentioned initia-
tives

Share the findings of the PKI Interoperability Project of Korean,
German, French, Israeli and Dutch market parties

Share the recommendations we have identified

We have learnt that there is already broad consensus that an open and
interoperable PKI ecosystem is the way forward. We hope that the next
three parts of this publication, describing Market Rules and Governance,
Technical Interoperability and Quality Rules, will assist legislators and the
industry in their discussions and implementations.

Introduction
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The Bauhaus school of design gave birth to the
modernist movement and had an profound

impact on design as a whole and society world

wide. Perhaps much like the energy transition
can have in bringing forth the new.
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Ensuring freedom of choice for
consumers as well as open ac-
cess and a level playing field for
market actors.
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5. INTRODUCTION

The purpose of this part of this document is to present
a first draft of European market rules and governance
for an open PKI, ensuring freedom of choice for con-
sumers as well as open access and a level playing field
for market actors.

General legislation regarding consumer protection and industry compe-
tition is already in place in Europe. In the emerging field of e-mobility this
could be translated to:

® Consumer freedom to select and change the E-mobility Service
Provider (EMSP) at any time, regardless of the brand, origin or

original destination of the vehicle

(] Consumer freedom to charge at any Charging Station, regard-
less of the vehicle brand or the E-mobility Service Provider

Part 1
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® Consumers are informed upfront about the tariff of charging at
any charging station. This is the tariff the E-mobility Service Pro-
vider will bill towards the EV driver. All tariffs shown towards the
consumer must be understandable and without hidden cost.

() Market access under fair, reasonable and non-discriminatory
conditions for all market parties

Given the specific nature of the PKI for ISO 15118, the above mentioned
general rules can be made more explicit.

In this document, a first summary of market rules is outlined. Before we

go to the proposed market rules, the next paragraph gives an additional
explanation on the need of these market rules.
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6. A LEVEL PLAYING FIELD IS
THE BASIS FOR SUCCESS

ElaadNL believes there are several im-
portant reasons why —with the intro-
duction of ISO 15118 - market rules
and governance are of the utmost
importance.

6.1. A level playing field for
OEMs and CS0s

In the current ISO 15118 setup OEMSs determine what PKIl a Charging In-
frastructure Provider must join before their drivers can charge at that
Charging Station. It can be expected that OEMs will want the maximum
availability of Charging Stations for their drivers (lack of charging facil-
ities is an impediment to e-mobility adoption). However, at the same
time the OEM selects the PKI and determines its terms and conditions.
Since OEMs are always larger companies than Charging Station Opera-
tors (CSOs), most CSOs have no negotiating power.

OEMs are investing in their own Charging Infrastructure (moving up
the value chain) and play the role of CSO. They may want to give dis-
counts and privileges to consumers that drive their vehicle brand by
means of favoring a certain EMSP that is owned or preferred by the OEM
(e.g. cheap Plug & Charge (PnC) service from this EMSP combined with
uncompetitive pricing for direct payments). Consumers that want to

Part 1
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charge with a competing vehicle brand should have access under fair
and reasonable conditions, particularly when the infrastructure is in the
public space and concessions are involved. What is fair and reasonable
can be neutrally agreed in market rules and governance.

6.2. A level playing field for OEMs and
EMSPs

Unlike today, with the RFID card being the main method of EMSP con-
tract identification, when using ISO 15118 the OEM will need to agree to
the EMSP that a consumer selects (by providing the OEM provisioning
certificate to that EMSP). OEMs could themselves be in competition
with these EMSPs, since OEMs are setting up EMSP services themselves
(moving up the value chain). This aspect of ISO 15118 means that non-
OEM EMSPs are at a disadvantage, a market imbalance that
can only be addressed by market rules and gover-

nance.

All in all, the market will enter a very
competitive phase, where market

players will venture up and down the

This aspect of I1SO
I51 18 means thal non-

value chain and where the size of a
company matters when it comes
to negotiations. A market dictat-

OEM EMSPs are al a
disadvanlage, 3 markel
imbalance thal can only
be addressed by markel
rules and governance

ed by large companies or com-
panies that operate - directly or
indirectly - multiple market roles
will, without clear rules, very like-

ly not provide the needed inno-
vation, service and price pressure.
Ultimately, most probably the OEMs
and possible also large CSOs (owned
by Utility Companies and Energy Com-
panies that have direct access to prime lo-
cations, such as fueling stations) may become
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too dominant in the development of the e-mobility market which will in
turn lead to a slower transition of the transport sector.

6.3. ISO 15118 - premium service or es-
sential standard?

Some parties could argue that ISO 15118 should be regarded as a premi-
um service and therefore does not have to adhere to open access for all
market parties. This position is however incompatible with the position
by parties that ISO 15118 should be mandated as a European standard
in the Alternative Fuels Infrastructure Regulation, and the fact that it is
included in the European Commission Sustainable Transport Forum rec-
ommendations for public tenders for charging infrastructure.

ISO 15118 is regarded by ElaadNL as an essential standard, not only be-
cause it offers improvements regarding digital security and information
needed for smart charging. It also provides — with the upcoming ISO
15118- 20 version, which is to be released in 2022, the basis for interopera-
ble Vehicle to Grid systems, energy management and wireless charging
systems. We believe those services are not premium, but basic. There-
fore, the ISO 15118 functionality of EVs should not be regarded as

a premium service that may be used by the OEMs to their

competitive advantage.

Part 1
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6.4. Freedom of consumer choice vs a
monopoly

One could argue that it is eventually in the interest of all parties to oper-
ate in an open market, since consumers will favor companies that offer
them freedom of choice.

In the Netherlands, an EV driver owns a specific vehicle for an average of
four years. Therefore, during those four years the EV driver is dependent
on the OEM's choices regarding the PKils it connects to. During those
four years, if no market rules are put in place, the OEM controls which
EMSPs (if any) and what Charging Stations the customer can select. In
that sense the OEM has a monopoly.

6.5. Involvement of the
European Commission

As mentioned in the introduction to this document, the European Com-
mission has set up a Sustainable Transport Forum sub-group on gover-
nance and standards for communication exchange in the electromobili-
ty ecosystem. The purpose of this sub group is to advise on a governance
framework that allows an open and secure management of the digital
communications between the electric vehicle and the charging infra-
structure.

18

EC sub group to creale
governance framework

To support this work, the next chapter introduces the market rules that
we think are needed for an open and secure EV ecosystem incorporating
the ISO 15118 standard.
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/. MARKET RULES FOR
THE PKI ECOSYSTEM

ISO 15118 operates inside a Public Key Infrastructure
ecosystem, as shown in the figure on the previous
page. A PKI ecosystem consists of multiple PKls that
interoperate using either a cross certification- or a
Trust List mechanism.

A PKI consists of one V2G Root CA, PKI participants
that use/accept certificates derived from this V2G

Root CAs and one or more Pool Operators that
assist with central pools and a CPS service
and optionally directory service(s).

The V20 Rootl C
the top Certificate
Authority of the
ISO 15118 PKI

The V2G Root CA is the top Certificate Au-
thority of the ISO 15118 PKI and the trust an-
chor for most certificates in the ecosystem.

PKI participants include:

® CSOs, that are mandated to either be a
Sub CA to a V2G Root CA or purchase all
their individual Charging Station Certificates
from a Sub CA.

® EMSPs that can choose to be:

A Sub CA to a V2G Root CA or purchase all their individual
Charging Station Certificates from a Sub CA
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Or function as an independent Certificate Authority (MO
Root CA). In the latter case, the individual Contract Certifi-
cate bundles need signing by a CPS that is derived from the
V2G Root CA.

® OEMs, that can choose what V2G Root CA s to trust and therefor
can choose which CSOs and EMSPs to trust

PKI Pool Operators support the V2G Root CA by offering Central Pools:

® Central Contract Certificate Pools that enable CSOs to check for
Certificate updates more efficiently

® Central OEM Provisioning Certificate Pools to enable EMSPs to
construct Contract Certificates more efficiently

PKI Pools can be operated collectively (Collective Pools) by independent
parties (such as Roaming Platforms) or they can be operated by individ-
ual EMSPs or OEMs (Market Party Pools).

The nature of the ISO 15118 standard dictates some specific require-
ments, that in turn require specific market rules: regarding consumer
choice, EMSP access, CSO access and access of new V2G Root CAs. In or-
der to have an open ISO 15118 ecosystem, the paragraphs below describe
rules that we think are essential and should be introduced market wide.
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71. Market Rules for V2G Root CAs

In the European market there could be one V2G Root CA or there could
be several V2GC Root CAs that interoperate. A Trust List Manager governs
the list of trusted V2G Root CAs, trusted by all parties within the individ-
ual PKls.

V2G Root CA

Y
©® 000

L — I

Multiple V2G Root CAs that do not interoperate will limit the freedom of
choice for consumers to charge where they like, using the EMSP of their
choice and regardless of their vehicle brand.

A single or dominant V2G Root CA holds the monopoly over all European
CSOs, regarding for example participation contract terms, prices, opera-
tional performance, technical aspects, and dispute resolution.

Accreditation and monitoring of V2G Root CAs at a
central European Level will guarantee V2G Root CAs
Quality Standards and a fair, open and interopera-
ble PKI ecosystem.

Multiple V2G Rool
CAs thal do not
interoperate will
limit the freedom
of choice for
consumers
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The following market rules should therefore be set at the
EU level

1 Accreditation of a V2G Root CA is done by an independent au-
thority (such as the EU Agency for cybersecurity (ENISA), mandat-
ed by the EU Cybersecurity Act (CSA))

2 All eligible V2G Root CAs must comply with European Standard
Quality Requirements for PK| implementations.®
3 These requirements are:
Transparent (public)

Based on security standards that are mandated by law

Set by an independent authority (such as the EU Agency for
cybersecurity (ENISA), mandated by the EU Cybersecurity

Act (CSA))
4 This conformity declaration is provided by an independent audi-
tor
5 The accreditation of this auditor is independent at EU level

Since it is to be expected that more V2G Root CAs will be set up in future,
there should also be Market Rules in place that guarantee a fair treat-
ment for these new V2G Root CAs that want to interoperate with another
(dominant or established) V2G Root CA.

6 All eligible V2G Root CAs must support interoperability mecha-
nisms, if multiple V2G Root CAs emerge in the European market, ¢

By participating in the European Trust List

By facilitating Cross Certification
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1.2. Market Rules for using Certificate
Trust Lists

When using a Certificate Trust list, a number of specific market rules are
applicable concerning the processing of this list. In short, once a Certif-
icate Trust List is accepted in the market, all Root CA certificates on the
list should be considered as the Root CA of trusted PKls. More specifical-
ly, the following rules apply:

7 The Trust List Manager is governed by an independent authority
(such as the EU Agency for cybersecurity (ENISA), mandated by
the EU Cybersecurity Act (CSA))

8 There are uniform Trust List Admission Rules for V2G Root CAs

9 The Trust List Manager must make the Certificate Trust List (CTL)
available to all market parties participating in one of the PKis.

@ Ruleis part of CharIN PnC Terms & Conditions 2022-02-08.

All relevant rules on the subsequent pages are indicated with the same icon
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8. MARKET RULES FOR A PKI

A PKI consists of a V2G Root CA, PKI participants
(OEM, EMSP and CSO) and PKI Pool opera-

tors (either centralised or operated by In-

dividual OEMs and EMSPs). The market

rules a PKI should set to offer an open

and fair PKI.

8.1. Market Rules regarding an
individual V2G Root CA

Any V2G Root CA has a dominant position towards market parties. The
V2G Root CA decides who can become a Sub CA, what the qualification
criteria are and what fees need to be paid. Therefore, the following mar-
ket rules should apply:

10 V2G Root CAs may only demand reasonable security require-
ments and no additional non-security related requirements which
are defined in its Certificate Policy (CP) to candidate Sub Cas.®
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These requirements stated in the Certificate Policy are:

Transparent (public)

Based on security standards that are mandated by law

Monitored by an independent authority (such as the EU
Agency for cybersecurity (ENISA), mandated by the EU Cy-
bersecurity Act (CSA))

V2G Root CAs can only ask Sub CAs for demonstrable conformity
to acceptance criteria

This conformity declaration is provided by an independent audi-
tor. ¢

To ensure a level playing field for all market parties (established and new,
large and small) all market parties should be granted access to any PKI.

14

Part 1

The EMSPs need to have access to the consumers’ specific EV cer-
tificate that is generated by the OEM (the OEM EV Provisioning
Certificate). An EV will only accept the EMSP contract when the
private key of the EMSP contract is encrypted with this specific
EV certificate. Since OEMs store their OEM EV Provisioning Certif-
icates into a ‘Pool’ that is part of the PKI, any PKI should provide
open access to all EMSPs that want to join.

The consumer will only be able to charge its EV and use its EMSP
contract when a CSO has embedded the PKl's V2G Root Certifi-
cate on its Charging Stations and installs a certificate derived from
that V2G Root CA. Therefore, any PKI should provide open access
to all CSOs that want to join.

The V2G Root CA shall provide the V2G Root CA Certificate ser-
vice upon request to any CSO, EMSP and OEM as long as they
meet the Certificate Policy requirements.®
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The V2G Root CA shall ensure access to the Certificate Provision-
ing Service for any EMSP. ¢

To enable all parties to validate certificates from the PKI, PKI Par-
ticipants must provide certificate status information with the
OCSP responder or Certificate Revocation List to all other PKI Par-
ticipants without any restriction.

Part 1
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8.2. Market Rules for PKI Pool Operators

As a service to the PKI ecosystem, PKI Pool operators (e.g., Roaming Plat-
forms) can collect contract certificates and OEM provisioning certificates
in central ‘pools’, where market parties can access them efficiently. Some
market parties however will keep their certificates in their own, individ-
ual Pool.

Since access to these ‘Collective’ and ‘Individual’ pools is conditional to
offer ISO 15118, Market Rules apply to both.

PKI Pool Operators

@ Central O CPS co
CCPA A PCP A

° @ OfF @, Eam
8.21. Access to the PKI's OEM EV Provisioning

Certificate Pools

EMSPs need to have access to the consumers’ specific EV certificate that
is generated by the OEM. Only when the private key of the EMSP contract
is encrypted with this specific EV certificate, will the EV accept the EMSP
contract. In a market with many EMSPs (currently hundreds in Europe),
it may be more efficient for OEMs to transfer their OEM EV Provisioning
Certificates to a “Central Pool” and outsource the information exchange
to a central hub (a Collective Pool). This will also reduce the number of
connections to all individual OEM Pools (tens) an EMSP has to manage.
Since the PKI Pool Operator is responsible for this central Collective Pool,
the following rules should apply:
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17 All OEMs and EMSPs must have equal access to Collective OEM
Provisioning Certificate Pools

There are OEMs that prefer to store their OEM Provisioning Certificates in

their own ‘Individual’ Pool. In that case, the following shall apply:

18 All EMSPs must have equal access to the Individual OEM Provi-
sioning Certificate Pool

8.2.2. Access to the PKI's Contract Certificate Pools

Only when a Charging Station is trusted by the EV and has access to
the consumers’ EMSP contract, the consumer will be able to use the
charging services at the Charging Station of its choice.

EMSPs and CSOs must exchange Contract Certificates. These are created
by the EMSPs and are installed by Charging Stations operated
by the CSO. In a market with many EMSPs and CSOs (cur-
rently hundreds in Europe), it may be more efficient

for EMSPs to transfer their Contract Certificates to

a “Central Pool” and outsource the information ex-

change to a central hub. This will also reduce the

number of connections to all individual Contract
Certificate Pools a CSO has to manage. Another

reason to store Contract Certificates in a centralized o

pool is to ensure fast enough response times. OEMs
also may want access to Contract Certificate Pools, in
case they want to offer EMSP Contract Certificate In-
stallation via their Telematics connection to the EV.

Although OEMs, EMSPs and CSOs are different market roles, many com-
panies will be active in multiple roles. To ensure fair competition, open

Part 1
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access for OEMs, EMSPs and CSOs to each other’s services must be ad-
dressed. Since the PKI Pool Operator is responsible for this central Collec-
tive Pool, the following rules should apply:

19 All OEMs, CSOs and EMSPs must have equal access to
Collective Contract Certificate Pools

There are EMSPs that prefer to store their

To ensure fair Contract Certificates in their own ‘Individual’

compelilion, open
access for 0EMs,
EMSPs & CSOs fo
each other's services
must be addressed

Pool. This way, they have maximum control

over the EMSP - CSO connection on their own
Charging Network. However, denying access to
these Contracts to other CSOs limit EV drivers to

fetch new contract certificates at any Charging
Station. In that case, the following shall apply:

20 All OEMs and CSOs must have equal access to
the Individual Contract Certificate Pools

8.2.3. Pool interoperability / Central Pool
Synchronisation

PKI Pool Operators can facilitate the market by connecting their Central
Contract Certificate Pool and their Central OEM Provisioning Certificate
Pool with other Pool Operators. This will allow CSOs, EMSPs and OEMs to
only connect to one of the Pool Operators.

21 PKI Pool Operators must ensure Pool Interoperability with all
other PKI Pool Operators. ¢
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9. MARKET RULES FOR
PKI PARTICIPANTS

CSOs canonly offer ISO 15118 services to customers that
have a vehicle that trusts the PKI the CSO is part of.
When CSOs want to offer ISO 15118 services to
their customers, they will need to become

a Sub CA themselves and generate their

own Charging Station leaf certificates

or acquire Charging Station leaf certif-

icates from a Sub CA.

4

At this point in time in Europe there are already

more than 500 CPOs and many more are expected

to join as European Countries become more active in

EV charging. When they want to or must (according to

EU regulation) offer ISO 15118 charging services will have to

join a PKI. This PKI determines the participation contract terms,
prices, operational performance, technical aspects and dispute resolu-
tion for PKI services. It is therefore stands to reason that CSOs will want
the freedom to choose a PKI.

(] When there is only one (dominant) PKI/V2G Root CA operational
in Europe, all CSOs have no choice but to join this PKI. This PKl is a
monopoly that should be regulated and monitored.

® When there are more than one V2G Root CAs active in Europe, to
ensure a level playing field between V2G Root CAs and hence CSO
freedom of choice of V2G Root CA, market rules should be put in
place.
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At this point in time in Europe there are already more than 400 EMSPs
and many more are expected to join as European Countries become
more active in EV charging. EMSPs that want to offer ISO 15118 charging
services will have to join a PKI, either by becoming a

Sub CA to generate contract certificates or by set-

ting up an own MO Root CA and getting access
to the Certificate Provisioning Service of a

PKI. This PKI determines the participation
Markel parfies

want to offer 1SO
5118 charging
services will have
to join a PKI

contract terms, prices, operational per-
formance, technical aspects and dispute
resolution. It therefore stands to reason
that EMSPs will want the freedom to
choose a PKI.

All EMSPs in the market should have an
equal opportunity to offers services enabled
by ISO 15118 technology (such as Plug&Charge,
Smart Charging or V2X) to their customers.

® When there is only one (dominant) PKI/\V2G Root CA
operational in Europe, all EMSPs have no choice but to join this
PKI. This PKI is a monopoly that should be regulated and moni-
tored

) When there are more than one V2G Root CAs active in Europe,
to ensure a level playing field between V2G Root CAs and hence
EMSP freedom of choice of V2G Root CA, market rules should be
put in place

PKI participants are CSOs, EMSPs and OEMSs, that can be independent
and complementary (not overlapping). In this case market rules may not
be needed. However, when companies take one and / or multiple roles,
they can be each other’s competitors, in which case market rules come
into play.
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91. Market rules for CS0s

Market rules for

CS0O's

The consumer will be able to use and update its EMSP contract, only
when a CSO has access to the Contract Certificate Pool to fetch a con-
tract certificate by the request of the consumer.

Although EMSPs and CSOs are different market roles, many companies
will be active in both roles. To ensure fair competition, open access for
EMSPs to charging infrastructure within reasonable costs should be ad-
dressed.

22 CSOs, which support contract certificate installation/ update, must
offer connection to all Contract Certificate Pools participating in
the PKI, either via direct connection or via Pool Interoperability. ¢

No additional market rules are needed for CSOs, since the ISO 15118 PKI
structure and technical operation already impose requirements on the
CSO.

Part 1
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9.2. Market Rules for EMSPs

Market rules for MO Root )

EMSPs l
oo © © © ¢

Only when a Charging Station is trusted by the EV and has access to
the consumers’ EMSP contract, the consumer will be able to use the
charging services at the Charging Station of its choice. Although EMSPs
and CSOs are different market roles, many companies will be active in
both roles. To ensure fair competition, open access for EMSPs and CSOs
to each other’s services must be addressed.

23 EMSPs must make contract certificates accessible to all CSOs to
install contract certificates in EVs via the charging infrastructure.
Alternatively, EMSPs transfer the responsibility for enabling access
to a third party, e.g., Central Collective Contract Certificate Pool
Operator.

According to ISO 15118, EMSPs can choose to use the V2G Root CA or
operate their own MO Root CA. The EMSP contract certificates should be
signed by an MO Sub CA certificate that is derived from the V2G Root CA
or by an MO Root CA.

24 EMSPs that operate their own MO Root CAs must publish their
MO Root CA certificates. ¢
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To ensure fast enough response times, the EMSP can contribute their
Contract Certificate to one or more “Contract Certificate Pools” (CCP).

25 EMSPs must indicate the contract certificates' location to the
OEMs and CSOs. *

26 EMSPs must make contract certificates accessible to the custom-
er's EV OEM to install contract certificates in EVs via the OTA/ ve-
hicle telematics interface and OEM backend. Alternatively, EMSPs
transfer the responsibility for enabling access to a third party, e.g.,
Contract Certificate Pool Operator. ¢

27 EMSP contract certificate bundles must be signed by a CPS cer-
tificate chain derived from the V2G Root CA. ®

A consumer and EMSP agree on the contract duration and on terms for
contract termination (e.g., a three-year contract with an option to cancel
after the first year).

The EMSP contract that is embedded in the EV has a validity date. If a
consumer switches between EMSPs, the existing EMSP contract should
be technically revoked from the system without regard of the validity
date. This revocation should be done by the old EMSP (who may not
be inclined to do so) or should be done by the party that manages the
Customer Contract Certificate Pool (CCCP) (assuming this party

is neutral). The selection of the EMSP by the consum-
er must be respected by all parties. There should

be clear market rules on this consumer switch,
keeping into consideration contract terms.

28 To ensure freedom of consumers to
change their EMSP contract, market
rules for customer switching need
to be published for each PKI.
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9.3. Market Rules for OEMs

Market rules for @EYEIED)

OEMs l
(oc il o<n)
® 6 W

OEM PCP OEM PCP

OEMs will only trust V2G Root CAs that adhere to a minimum level of
security, stated in the Quality Rules of a PKI (often stated in a Certificate
Policy and Certificate Practice Statement).

29 Only V2G Root CAs that minimally adhere to European Standard
Quality Requirements will be included in the EV trust store

In 1SO 15118-2 and in the ISO 15118-20 draft version the Certificate Instal-
lation via the Charging Station is an optional part of the specification.
There are OEMSs that prefer contract certificates to be installed in their
vehicles via ‘Telematics’ or ‘Over the Air’ (OTA). If this is the case, then this
route should be open to the EMSP of the consumers’ choice.

30 OEMs must enable the installation/update of an EMSP contract
that was chosen freely by the consumer; either by allowing access
via the OEM Telematics connection or by enabling EMSP Contract
Certificate Installation via the Charging Infrastructure. ¢

The EMSP a consumer selects will create a Contract Certificate for this
specific customer and will install it into the customer’s EV. When buying
EVs, consumers shall be free to select the EMSP of their choice.
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31 The technical and commercial terms defined by OEMs for install-
ing an EMSP contract in the vehicle must be equal for all EMSPs.¢

32 EVs shall only be sold or delivered with a pre-selected EMSP con-
tract with the consumer’s explicit consent. ¢

33 In case of multiple EMSP contracts installed in the EV, the con-

sumer must have the freedom to switch to the contract of choice.
*

The PCID of the EV is the common EV identifier between the EMSP and
OEM.

34  OEMs must provide a simple and secure way for the consum-
er to access the PCID of the EV. Additionally, OEMs must
offer a consumer-friendly way for the replacement in
case of loss or change of the PCID. ¢

35 OEMs must inform consumers of the PCID
changes of their EVs. Alternatively, OEMs can
transfer the responsibility for informing of
PCID changes to a third party. ¢

The EMSPs need to have access to the consumers’ spe-
cific EV certificate that is generated by the OEM. An EV
will only accept the EMSP contract when the private key

of the EMSP contract is encrypted with this specific EV certif-
icate. OEMs store their OEM EV Provisioning Certificates into a ‘Pool’.

36 OEMs must ensure that the consumers’ EVs always have valid
OEM provisioning certificates in case of an existing telematics
route. If the OEM does not offer telematics services, the certificate
must be updated at the next workshop visit at an OEM service
partner before the expiration of the installed certificate. ®
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37 OEMs must ensure a way for EMSPs to have access to the EV's
OEM provisioning certificates (e.g., indicating the location of
OEM provisioning certificates directly or via a third party or OEM
pushes OEM provisioning certificates at EMSP request). ¢

In a market with many EMSPs (currently hundreds in Europe), it will be
more efficient for OEMs to transfer their OEM EV Provisioning Certificates
to a “Collective Central Pool” and outsource the information exchange to
a central hub. For EMSPs this reduces the number of connections to all
individual OEM Pools (tens) an EMSP must manage.

For access to these OEM EV Provisioning Certificates the following mar-
ket rules should apply:

38 OEMs must publish all relevant EV information for the EMSPs
to ensure the functionality of the Plug and Charge contract in the
EV: ISO 15118 version (-2 vs -20), schema version, if needed, cryp-
tographical information and installed V2G Root CAs in the EV trust
store). ¢
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10. MARKET RULES FOR
INTEROPERABILTY
BETWEEN PKis

When each individual PKI sets up market rules for
their participants, the fair and open access with-

in that PKI is dealt with. This does not yet

guarantee that market players have the

freedom to choose a PKI, nor does

it guarantee interoperability for EV

drivers.

For freedom of choice for market participants and

EV drivers, PKI interoperability must also be ad-

dressed. PKIs are in competition with each other, of-

fering the same services to the market and oftentimes
controlled by market competitors. That is

why market rules for PKI interoperability cannot
/\ be left to the market but should be addressed

at the European Governmental level.

Broadly speaking, there are three op-
For freedom of tions to achieve PKI interoperability.

choice for market
participants and

EV drivers, PKI
interoperability musk
also be addressed
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PKI Interoperability resulting in EV drivers to charge at any Charging Sta-
tion using the contract of their choice can be achieved by the following
three options:

Cross Certification & Pool Interoperability

) V2G Root CAs can cross sign each other’s certificates so
that interoperability does not specifically depend on OEMs
/ CSOs / EMSPs, but is handled on PKI level.

® PKI Pool Operators must ensure Pool Interoperability
with all other PKI Pool Operators.

The technical details regarding Cross Certification and the impact
on PKI participants are described in part 2. This interoperability
solution requires investment by V2G Root CAs and PKI Partici-
pants in maintaining Cross Certificates and investments by CSO
regarding the hardware requirements of the charging stations.
The main burden for PKI interoperability is shared between V2G
Root CAs and CSOs.

A Trust List Mechanism & Pool interoperability

® All V2G Root CAs join the Certificate Trust List

) OEMs store all V2G Root CAs on the CTL in the trust stores
of their Vehicles

) CSO store all V2G Root CAs (and OEM Root CAs in case of
ISO 15118-20) on the CTL on all charging stations

) PKI Pool Operators must ensure Pool Interoperability with
all other PKI Pool Operators.
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The technical details regarding the Trust List Mechanism and the
impact on PKI participants are described in part 2. This interoper-
ability solution requires investment in setting up and running a
Trust List Manager, investments by OEMs in the size of the Trust
Stores in the EVs and investments by CSO regarding the hard-
ware requirements of the charging stations. The main burden for
PKl interoperability lies with the OEMs.

CSOs (and possibly EMSPs) join all PKls & 3
Pool interoperability

) CSOs join all PKls by becoming a Sub CA or by buying leaf
certificates for all their charging stations

° PK| Pool Operators must ensure Pool Interoperability
with all other PKI Pool Operators.

) Whether EMSPs should join all PKls depends on the ex-
tent of the Pool Interoperability.

This interoperability solution requires investment by all individual
CSOs in joining all PKls. This results in an increase in oper-

ating costs for CSOs (and possibly EMSPs). The main
burden for PKI interoperability lies with the CSOs.

The interopers

solulion requires
investment by
markel parties

The technical details regarding PKI Pool Interoper-
ability is not yet part of this document. Work has
started in 2022 with our project partners. Results of
this cooperation are expected in the second half of
2022.
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Depending on the chosen option, market parties could together assure
PKI interoperability, but this comes at a financial cost and some individ-
ual market parties oppose interoperability, claiming that it is conflicting
with their companies’ interests.

For the sake of consumer freedom and a fair and level playing field for
market parties, PKI interoperability should be addressed at the Europe-
an Governmental level.

10.1. Cross Certification in combination
with Pool Interoperability

When PKI interoperability is achieved by Cross Certification and Pool in-
teroperability, additional market rules are needed. The already defined
market rules also still apply..

39 All eligible V2G Root CAs must support interoperability mecha-
nisms, if multiple V2G Root CAs emerge in the European market,
by facilitating Cross Certification (see also market rule 6) ¢

40  PKI Pool Operators must ensure Pool Interoperability with all oth-
er PKI Pool Operators. (see also market rule 21) ¢

Additionally market rules are needed for cross certificates.

41 All cross certificates that are used in the market should be made
available to all market parties participating in one of the PKis.

42 A CSOs should install all Cross Certificates of the V2G Root CA in
all their Charging Stations.
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10.2.  Trust List Mechanism in combina-
tion with Pool interoperability

When PKl interoperability is achieved by a Trust List mehanism with Pool
interoperability, additional market rules are needed. The already defined
market rules also still apply.

43 All eligible V2G Root CAs must support interoperability mecha-
nisms, if multiple V2G Root CAs emerge in the European market, by
participating in the European Trust List (see also market rule 21) ¢

44 PK| Pool Operators must ensure Pool Interoperability with all oth-
er PKI Pool Operators. (see also market rule 21) ¢

Additionally, market rules are needed for OEMs and CSOs.

To allow open access for Certificate Authorities that want to join the eco-
system in future, existing EVs should be able to get an update of a Root
Certificate of a new CA joining the market.

45  Any OEM should support the addition of new V2G Root CA Cer-
tificates in the EV by either using the ‘Over the Air’ (OTA) connec-
tion or using a dealership infrastructure.

When using a Certificate Trust List as an interoperability mechanism, the
interoperability for installing contract certificates is arranged by install-
ing V2G Root CAs in the EV. It is important that all V2G Root CAs on the
CTL are installed in the EVs trust store.
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46  OEMsshould add additional V2G Root CA Certificates in the EV,
either by using the OTA connection or by using the dealership in-
frastructure.

47 OEMS should accommodate PKI interoperability by providing suf-
ficient support for multiple V2G Root CAs in the EVs Trust Store
(e.g., 100+ V2G Root CAs).

The EMSP contract certificates should be signed by an MO Sub CA certif-
icate that is derived from the V2G Root CA or by an MO Root CA. Accord-
ing to ISO 15118, the MO Sub CA can be derived from the V2G Root CA or
EMSPs can operate their own MO Root CA. In a market with many EM-
SPs (currently hundreds in Europe), and all these EMSPs should decide
to become their own MO Root CA, the impact of managing hundreds of
MO Root CA certificates is on the CSO is too great. For certificate man-
agement reasons for CSOs, it therefore seems more practical to derive
MO Sub CA certificates from the V2G Root CA.

PKls have an important role to play in protecting CSOs from this devel-
opment. They can state that contract certificates that are not derived
from the V2G Root CA cannot use the CPS.

48 A V2G Root CA shall only allow an EMSP access to the CPS if the
MO Root CA is derived from the V2G Root CA.

However, if the market would develop towards a setup with many MO
Root CA certificate, it may be more efficient to introduce a European MO
Root CA Trust List (MO-CTL). In that case:
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49  The CSO should provide the MO-CTL to all Charging Stations:

Either by forwarding the list in its entirety to the Charging
Station and the Charging Station should install all MO Root
CA certificates on the MO-CTL in the Charging Station for
validating contract certificates

Or the CSO should send each certificate on the MO-CTL to
the Charging Station for installation and the Charging Sta-
tion should install each certificate for validating contract
certificates.

10.3. (CSOs (and possibly EMSPs) join all
PKls in combination with Pool in-
teroperability

When PKI interoperability is achieved by CSOs joining alle PKls in com-
bination with Pool interoperability, additional market rules are needed.
The already defined market rules also still apply.

50 PKI Pool Operators must ensure Pool Interoperability with all
other PKI Pool Operators. (see also market rule 21) ¢

Additionally, market rules are needed for EMSPs and CSOs.

51 All EMSPs should participate in all European PKils, by joining all
PKls that are on the European V2G Root CA Trust List depending
on how the Pool interoperability is setup.

Only when a CSO has embedded the V2G Root Certificate on its Charging
Stations and installs a certificate derived from that V2G Root CA, the con-
sumer will be able to use its EV that is equipped with the V2G Root CA
and use its EMSP contract.

Part 1

57



52 A CSOs should participate in all European PKils

For each V2G Root CA in the market, the CSO must install a
Charging Station certificate derived from that V2G Root CA

By installing all V2G Root CA certificates on the CTL on the
charging stations for contract certificate verification.

By installing all OEM Root CAs (ISO 15118-20)

53 CSOs should install all MO Root CA certificates for contract cer-
tificate verification.

Please note that on a business level CSOs and EMSPs make separate
roaming agreements. These agreements are independent of the techni-
cal certificates that are installed in Charging Stations.
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11.  RECOMMENDATIONS

11.1. Governance by an
Independent European Authority

Regardless of whether all European parties join one PKI —that will result
in a monopoly that requires strict regulation, or whether there will be
multiple PKls that will co-exist and interoper-

ate, we believe that at a European Legis-
lative level, detailed market rules and
governance will need to be put in
place.

Independent governance of the
market rules would benefit the
acceptance of these rules and
and will help dispute resolu-
tion.
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An independent European Authority should be put in place to:

Guarantee interoperability for consumers

Monitor PKls and the fair, reasonable and
non-discriminatory access to a PKI

Monitor the terms, fees charged, and Quality
of Service Level (response times, availability)

Monitor the Independent Quality Auditors
Act as an intermediary in case of conflict

Organize the acceptance of new V2G Root
Cas

Set and / or Monitor the Quality rules V2G
Root CAs and Sub CAs should adhere to

Monitor the Cross Certification process and
the fair, reasonable and non-discriminatory
access to Cross Certification

Monitor the Certificate Trust List Manager
and the fair, reasonable and non-discrimina-
tory access to a Certificate Trust List
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Independent governance is needed regardless of the number of PKils in
the market, the owners/operators of the PKI (commercial, industry asso-
ciation or National Cooperative) or the chosen interoperability mecha-
nism.

Today, I1SO 15118 vehicles are in production, Public Tenders are requiring
ISO 15118 and the European Commission, as well as National authorities,
are recommending the use of ISO 15118. With this long-awaited roll out
of 1ISO 15118, now is the time to act and set up an independent, neutral
European Governance Authority to ensure a secure, open and consumer
centered PKI ecosystem.

11.2. Market Initiatives for
V2G Root CAs

At the time of writing this publication, several market initiatives were
developing a V2G Root CA for the European market, in addition to the
already existing V2G Root CA operated by Hubject.

TERMS & CONDITIONS

The CharIN PnC Europe initiative has discussed inter-
nally what market rules (or Terms and Conditions)
should be put in place. These are published as

WE recommend 3ll “CharIN PnC Terms & Conditions - 2022-02-08"

Roolt CA iniliatives o

. These Terms and Conditions cover to a very
large extent the market rules in this docu-

follow the example of ment, with the exception of the market rules
CharIN and establish for the Trust List Manager and interoperabil-
and pUtl“Sh PAC ity between PKils (chapter 10).

Terms & Condilions The V2G Root CA initiatives by SAE and Gireve
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have not yet published their T&C.
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We recommend all V2G Root CA initiatives to follow the example of
CharlIN and establish and publish PnC Terms & Conditions.

MARKET PARTIES JOINING DISCUSSION

The recently formed STF Sub-group on “governance and standards for
communication exchange in the electromobility ecosystem” addresses
the topic of market rules and governance. The STF Subgroup 1 started
in 2021 discussing this topic and will remain to do so in 2022. We recom-
mend the STF to discuss market rules and governance with a great level
of detail (so not high level requirements). We recommend that the STF
Subgroup broadens the participation in the discussion with the market
parties that are affected most, the hundreds of active EMSPs and CSOs
in the diverse European market. Companies at the table currently are
mainly large corporations and are therefore not a balanced representa-
tion of the current EV charging market.

EUROPEAN COMMISSION

Lastly, this STF Sub-group is merely an advisory body, where the final
decision lies somewhere else. We call upon the European Com-

mission to be transparent about the decision mak-

ing process regarding this important topic.

The outcome will determine the fair and
open access, freedom of choice for
market players and interoperability
for EV drivers. And therefor it will

determine the success and com-
We recommend [he

STF Subgroup broade

the participation in the
discussion with the hundre
of acltive EMSPs and CS0s
in the European market

petitiveness of the European EV
charging industry.
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12. INTRODUCTION

For the technical solutions to work together, there
needs to be a standard way to implement the digi-
tal secure communication. The basis is currently gov-
erned by the ISO 15118 working group.

However, in order to get the entire system to work, additional work has
been undertaken by the German VDE (Verband der Elektrotechnik, Elek-
tronik und Informationstechnik) in the working group DKE AK 901.0.115.
This group provided the VDE AR 2802-100-1.

For further reference, please see Exploring the PKI for ISO 15118 in the
EV charging Ecosystem [ElaadNL-PKI].

Since the VDE is operating in Germany with German parties and I1SO

15118 is a global standard, CharIN has started a task group on PKl interop-
erability. This group is developing a use case based interoperability doc-
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Cross
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Ce rtlﬁ cate < keeps a list of all trusted CA

pants can access and use
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TrUSt L|St "; certificates. All PKI partici-
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ument (reference [CharIN-IOP]) aligning with and building on the VDE
application guide (reference [VDE-AR]).

Additionally, for the various PKls to technically work together, a technical
solution is needed to connect different PKls into one interoperable solu-
tion. A group of American, Dutch, German, French, Korean and Israeli
companies, have come together to build and test an interoperable PKI
solution. Based on this joint work, Part 2 of this publication elaborates on
the topic of technical PKI interoperability.

The group aims, through sharing the findings and technical details
of PKI interoperability, to assist the market in developing an in-

teroperable PKI| ecosystem for ISO 15118. In turn it will assist a
successful adoption by EV drivers and legislators.
Cross
certificalion

and cerlificate
trust lists are
discussed more
elaborately

There are multiple options for implementing an in-
teroperable Public Key Infrastructure (PKI) for an I1ISO
15118 EV ecosystem, which are visualized in the figure.

Three out of these four options are approaches as-
suming a market organization in which multiple V2G
Root CA PKIls coexist: cross recognition, cross certifica-
tion and certificate trust list. In these scenarios, require-
ments are needed for PKI interoperability, that are to this
date not yet described in the ISO 15118 standard itself, nor
in other related publications (e.g. the “VDE Anwendungsregel”,
reference [VDE-AR] or the draft CharIN PKI interoperability document,
reference [CharIN-IOP]). These publications do not consider this topic,
since — at this point in time - these all assume only one V2G Root CA per
continent.

This part describes technical details for achieving PKI interoperability for
cross recognition, cross certification and certificate trust list. All options
from Figure 3 are discussed shortly in chapter 13. Cross certification and
certificate trust lists are discussed more elaborately. These have been im-
plemented in a field test, of which the results are presented in chapter
14 for Cross Certification in Practice and in chapter 15 for Certificate Trust
lists in Practice.
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13. PKI'INTEROPERABILITY
FOR ISO 15118

The PKI structure for ISO 15118 is part of the specifica-

tion of ISO 15118, having its own trust anchor, the V2G

Root CA. This structure can be applied as such, but

when used on a European level, more than one trust
anchors are likely to emerge.

This chapter describes different options for setting up a

PKI for an ISO 15118 ecosystem. The first option describes

Er— having one V2G Root CA (paragraph 13.1). Three op-

° tions describe scenarios where multiple V2G Root

? CAs co-exist and are interoperable with each other
(paragraphs13.2,13.3 and 13.4).

131. One V2G Root CA

In general, the first option for setting up a PKI is to have only one V2G
Root CA, operated by either a market participant, an industry association
or a neutral, governmental level organisation. This would imply that the
entire industry would join in one PKI, by either becoming a Sub CA or by
acquiring the leaf certificates of this PKI.
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In this case only one V2G Root CA certificate is needed in every EV and
in every Charging Station in Europe for example, so the technical impact
would be small®. When the technology was first introduced, this simplis-
tic market model was a logical first step.

The advantage of this approach is that it is simple. Certificate mainte-
nance is easy, since all CSOs, CPSs and every Charging Station would be
part of the same PKI. Although the ISO 15118 specification is prepared
for having more than one V2G Root CA, this approach would

fit perfectly in the ISO 15118 specification and thus would

not require any changes to the ISO 15118 specification.

The disadvantage of this approach is that in

case of one party fulfilling the role of the cen-

tral (worldwide or European) V2G Root CA,

this would create a powerful position (a

monopoly for appointing Sub CAs and con-

tract certificate provisioning). This would

force all companies to use or trust the cer-

tificates from this PKI, making the position

disproportionally powerful and dominant in

disputes and could in theory allow for the pos-

sibility that some companies (particularly CSOs

and EMSPs) are denied access to the EV charging
infrastructure. OEMs are much less affected by this

PKI monopoly, since they can operate their own OEM PKI
independently. They do not have to join this PKI, but only need
to trust the V2G Root PKI and acquire the V2G Root CA's public certifi-
cate. This monopoly position is in itself not enforceable by any industry
group (commercial or non-profit). Furthermore, it introduces a single
point of failure.

0 Please note that based on the validity requirements of ISO 15118, the number
of certificates for one V2G Root CA will over the years be greater than one, since

at least both the old and new certificate must be stored.
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In order to agree to one central (European) Governmental Governing Or-
ganization, there must be awareness and willingness at a central (global
and European) level. Given the fact that various countries and govern-
ments are at various stages of the transition to e-mobility, it is unlikely
that this option will materialize soon.

In any case, particularly in this situation, PKI quality rules, interoperabil-
ity rules (between parties inside the PKI) and market governance (strict
market regulation on pricing and “FRAND” terms) are of the utmost im-
portance to ensure fair competition. Please refer to part 1 for more infor-
mation about market rules and governance.

13.2. Multiple V2G Root CAs with Cross
recognition

There are currently several independent PKls emerging. The technical-
ly simplest way to achieve PKI interoperability is that EVs recognise all

certificates from all PKls as trusted and all certificates are shared
/\ between PKiIs. Practically this means that all EVs store all V2G
Root CAs in their trust store and all charging stations store

all V2G Root CA certificates in their trust store.

There are The ISO 15118 standard already takes into account the
currently possibility to store multiple V2G Root CA certificates in
alreadl_.] several the vehicle as a way to implement cross recognition.
iﬂdEDEﬂ dent No changes are needed to the ISO 15118 specification.

PKls emerging The downside is that OEM must be willing to install
in EUI’DDE the V2G Root CA certificate of all PKlIs and of new en-

trants inside the EV, using the “over the air” connec-
tion (or during service appointments). Similarly, charging

infrastructure operators must also be willing to install / al-
low certificates from all PKls. This gives some actors in the EV

ecosystem the power to either refuse new market participants (for
commercial reasons), or set unreasonable terms and fees for this ser-
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vice. Additionally, at this point in time, statements from OEMs about the
number of available “slots” in the EV trust store for installing V2G Root
CAs are mixed / not always consistent . This means that at this moment
it is uncertain whether OEMs can and will support ‘Cross Recognition’.

The alternative is that market parties join all existing PKls. Practically
these options mean that all EV manufacturers, all charging infrastruc-
ture providers and all e-mobility service providers adopt and accept all
the various certificates. This option, where any participant should consid-
er any PKI of any other participant as trustworthy, is called cross
recognition. For this alternative where Charging Station

Operators (CSOs) and E-Mobility Service Providers
(EMSPs) join multiple PKils, the downside is that
PKls must work in an aligned way and that
joining multiple PKls means to setup mul-

tiple B2B agreements and paying multiple

PKls, what could become a very costly

option. These costs will be borne by the
consumer.

For both options, storing multiple cer-

tificates impacts the hardware require-

ments of EVs and Charging Stations and
therefore there is a limit to the number of

PKls that can enter the market. Additionally,
future market entrants face the situation where
the existing infrastructure is saturated, putting
them at a disadvantage to the existing industry. This

could disincentivise e-mobility market growth and competi-
tion.

In any case, also in this situation, PKI quality rules, interoperability rules
and market governance (strict market regulation on pricing and Fair.
Reasonable and Non-Discriminatory (“FRAND") terms) are of the utmost
importance to ensure accepting other V2G Root CAs is not misused for
unfair competition. Please refer to part 1 for more information about
market rules and governance.
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13.3.  Multiple V2G Root CAs with
Cross certification

A second option for creating interoperability between PKiIs is to use a
technical solution called cross certification. This solution is technically
more complex than the previous options described. To better under-
stand the impact of this solution, the consequences for different stan-
dards and implementations, this mechanism has been tested in practice.
This is further elaborated in chapter 14 “Cross Certification in Practice”.

The main advantage of this approach is that once the mechanisms to

support cross certification are in place, interoperability can be arranged

outside of the EV at the charging infrastructure. OEMs do not have to in-

stall all V2G Root CA certificates in all their EVs and Charging Station do

not need to join multiple PKls. EMSPs can offer contracts independent

of the EV PKI if cross certification is implemented in the entire
market.

The disadvantage of cross certification is that the
maintenance effort becomes high with a larger
number of Root certificates.

Cross certification can achieve that no role in the
ecosystems has unnatural power over others,
provided that quality rules and PKI interopera-
bility rules and market governance (strict market
regulation on pricing and “FRAND"” terms) are in
place. Please refer to part 1for market rules and gov-
ernance and part 3 for more information about qual-
ity rules.
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13.4.  Multiple V2G Root CAs with Certifi-
cate Trust List

A third option that is described in this document is the use of Certificate
Trust Lists. Similar to Cross Certification, this solution is more complex
than the first option described. To better understand the impact of this
solution, the consequences for different standards and implementa-
tions, this mechanism has also been tried in practice. This is further elab-
orated in chapter 15 Certificate Trust lists in Practice.

The main advantage of this option is that, as
with the cross certification, once the mecha-

nisms to support Certificate Trust Lists are in

place, the interoperability can be arranged

by adding more V2G Root CA certificates

to EVs and charging infrastructure. This

does not solve the scalability on the EV

and Charging Station side since all V2G

Root CAs from the Certificate Trust List

must be stored in memory. It does howev-

er make the approach more maintainable,

since the list is maintained centrally and up-

dates can be done by replacing the list. This
solution is usually considered better suited for in-
teroperability for larger amounts of PKls (compared to
cross certification) because of its maintainability. However, as

stated in the paragraph describing Cross Recognition, at this point in
time, statements from OEMs about the number of available “slots” in the
EV trust store for installing V2G Root CAs are mixed / not always consis-
tent. This means that at this moment it is uncertain whether OEMs can
and will support a ‘Certificate Trust List’ with more than one V2G Root
CA.

The disadvantage of Certificate Trust List is that it requires a new author-
ity to emerge and manage the list of trusted V2G Root CAs. Such author-
ity needs to be trusted by all e-mobility players.
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The Certificate Trust List is an option to achieve interoperability between
PKiIs, provided that quality rules and PKI interoperability rules and mar-
ket governance (strict market regulation on pricing and “FRAND" terms)
are in place, especially to ensure that e-Mobility players do in fact trust
the CTL and install its content to their devices. Please refer to part 1 for

market rules and governance and part 3 for more information about
quality rules.

Private
Key
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14. CROSS CERTIFICATION
IN PRACTICE

14.1. Cross certification explained

Please note that this chapter requires some knowledge of certificates
and the ISO 15118 specification. Please refer to “Exploring the PKI for ISO
15118 in the EV charging Ecosystem” for the necessary information.

PUBLICATION

"Exploring the 15015118 J
Public Key Infrastructure -~
for

ISO 15118

in the

EV charging Ecosystem"

ElaadNL, Arnhem,
The Netherlands,
November 2018

Download: https://mwww.elaad.nl/uploads/files/Exploring_the_
PKI_for_ISO_15118_in_the_EV_charging_ecoystem_V1.0s2.pdf
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14.1..

General explanation

PKI interoperability using cross certificates, makes use of the mecha-

nism of signing certificates, as it is normally done in PKls, with the dif-

ference that in this case certificates from different PKls are signed by

each other’s certificate authorities (actually: signed by the private keys

belonging to the certificates of these certificates authorities). This can

be done between any two certif-
icates authorities from two PKis.
The following explanation will
consider Root CAs that sign each
other's certificate.

In the simplest terms, a certifi-
cate consists of a public key, cer-
tificate information (validity, sub-
ject and issuer) and a signature.
The idea of cross certification is
that it is used to create interop-
erability between PKiIs, without
changing the original certifi-
cates, but by adding additional
certificates that can be used to
verify a chain of certificates lead-
ing to a different Root CA.

How it works in more detail is

1 Cross
¢ Certif.
Sub CA
a2
=

Sign

ROQOT
CA

Sub CA

) -

Sub CA

I

Leaf
B

JII

that Root CA a sends a “certificate signing request” (csr) containing the
public key of Root CA a to another Root CA, Root CA B. Root CA B in turn

creates a cross certificate by:

® Signing it using the private key of Root CA

) Using the same subject,
) But using a different issuer, namely Root CA B.
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When verifying a certificate chain, the first step is to put together a cor-
rect / valid chain, based on the certificate subjects and issuers. The cer-
tificate information is used for finding a correct / valid chain by using
the same subject for a cross certificate, but a different issuer. This way, a
second path upwards in the chain is created, towards the other Root CA,
in this example, Root CA B.

The verification of certificate chains is executed by verifying signatures
using the public keys of the parent certificates. By using the same public
key for the cross certificate, the validation of the chain with the alterna-
tive path is successful. Since the issuer of the cross certificate is not the
Root CA a, the path leads to Root CA .

Note: for the normal situation, the path leads to Root CA
a self-signed certificate. The Cross-signed certificate is
only used by systems only trusting Root CA B and not
Root CA a.

When verifying a chain of certificates when the
Root CA B is installed, but Root CA a is not, a cross
certificate can be used that has been derived from
Root CA B, which can then be traced back to a trust-
ed Root CA B, as illustrated in figure above:

If Leaf ais to be validated, but Root CA a is an unknown CA,
without cross-certification, it would not be possible to execute
this validation. Reason is that it cannot be validated that Root CA a is
a “trusted” certificate.

When using cross certification, a cross-certificate (Blue / Green in the fig-
ure) is created between the PKis. This certificate has the same public key
as Root CA a, but is not self-signed (as usually with Root CA certificates),
but it is signed by Root CA B. Technically, the issuer (DN) should contain
Root CA B and the subject (CN) should refer to Root CA a.

Part 2
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During the validation of a certificate chain, the path should be construct-
ed from bottom to top and the signatures on the certificates should
be validated using the public key of the certificate “above” it. Without
cross-certification, the certificate of Sub CA al would only be checked on

its issuer Root CA a, of which in this example the certificate is not

/\ available. Path: Leaf a-> Sub CA a2 -> Sub CA a1 -> Root CA a”.
When using cross-certification, by looking at the Subject
DN, the path to the cross-certificate is an alternative

cross cerfif path. Because it is created using the same public key as
can be done the public key of Root CA a, it can be validated that Sub
CA alisvalid. In turn, the validity of the cross certificate
belween . . o
can be determined using Root CA B, that in this exam-
any two cerlificates ple is available. So the path for validation is: Leaf a->
Sub CA a2 -> Sub CA a1 -> Cross certificate -> Root CA f.
of two PKils.

The explanation above shows how to verify Leaf a with
Root CA B using a cross certificate. If two PKIs trust each

other, this would imply that it would also be possible for a Leaf
B to be verified with Root CA a. This would require creating a sec-
ond cross certificate (CSR from Root CA B, signed by Root CA a).

141.2. Cross certification on different levels

As indicated in the introduction, cross certification can be done between
any two certificates of two PKIls. In the case of ISO 15118, the structure
of the PKI is defined in the specification, so each PKI will look similar to
one another. In the following paragraphs multiple levels on which cross
certification can be executed are discussed, including the consequences
for the number of levels and the scalability. The ISO 15118-2 specification
currently specifies a PKI structure consisting of one V2G Root, one or
two Sub CA levels and a leaf certificate level. As one may have noticed in
the previous paragraph, using cross certificates introduces an additional
layer in the PKI.
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Root CA level

The example in the introduction explained cross certification on the Root
CA level. Translated to ISO 15118, this would mean that two V2G Root CAs
would cross sign each other’s certificates, for which two cross certificates
would be necessary. The main advantage of cross certification is that an
EV can charge at a PKI other than its own, without the EV belonging to
the same PKI as the Charging Station and Charging Station Operator
(CSO). This means that the EV can charge at the infrastructure, without
requiring the CSO to possess a private key and certificate from the same
PKI installed at EV side. Instead of having to be a member of the other
PKI, it would suffice to have a cross certificate between certificate author-
ities of the two PKis.

A second advantage of this approach is that when the number of PKis
grows, the number of cross certificates per additional PKI is smaller, com-
pared to cross certifying on SubCAl level. The scalability for this approach
is therefore suitable for small or medium amounts of V2G Root CAs, for
example, for 3 PKils, 6 cross certificates are needed®. Once the number of
V2G Root CAs becomes very high, the number of cross certificates grows
too: for each additional V2G Root CA, two cross certificates are needed
per existing V2G Root CA. To connect n PKIs using cross certificates, this
would mean a “full graph” x two cross certificates:

n(n-1)
*2 cross certificates needed

v Not available

2 Please note that this is per generation and this number can be higher (e.g. old

/ new or if other types of certificates are used in the future)
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In the current ISO 15118-2 specification, the number of layers is limited®.
When cross signing on Root CA level an additional layer is necessary,
therefore one Sub CA level must be sacrificed for the purpose of cross
certification. In paragraph 14.2.1 we address the possible impact this has
on existing ISO 15118-2 implementations. The disadvantage of this ap-
proach is that for each Sub CA (i.e. for each CSO or CPS), the Root CA is
needed to sign the Sub CA. This can be considered as a security risk, as
the Root CA private key is often stored offline for security reasons. Using
it for signing each Sub CA would mean that it is needed during operat-
ing the PKI and cannot thus be stored offline all the time.

Whilst cross certification is currently not described in the ISO 15118 stan-
dard [ISO 15118-2], it will be included in the future ISO 15118-20 specifi-
cation. Furthermore, additional documentation that describes concepts
such as contract certificate pools as a complementary mechanism for
an operational ISO 15118 ecosystem would need to be adjusted. Technical
aspects need to be described: cross certification can, for example, either
be achieved by adding the cross certificates to the client side trust store
(in the case of ISO 15118-2: the EV) or by letting the server side (ISO 15118-
2: Charging Station) provide the correct certificate chain during the TLS
setup. In this chapter we assume that this is up to the Charging Station.

® In the 1SO 15118-2 specification, the certificate profile of the V2G Root CA does
not specify a path length constraints. However, one of the ISO 15118-2 require-
ments states that the path length constraint of the PKI certificate tree shall be

limited to 3.

Part 2



Sub CA1 level

The main disadvantage of the previous approach is that an additional

layer in the PKI structure of ISO 15118 would have to be introduced if two

Sub CA levels are desirable. An alternative could be to do cross certifi-
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JII
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a2
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a

e
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(:)/
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cation between the V2G Root CA
level of one PKI and the Sub CA
1 level of the other PKI (instead
of cross signing two V2G Root
CAs). This approach would not
require an additional level. This
approach is visually represent-
ed in the figure on the right. In
this approach, for each relevant
certificate on the Sub CAl level, a
cross certificate should be creat-
ed, where “relevant” means that
it is used by the EV or Charging
Station for Transport Layer Secu-
rity (TLS) connections or verifying
certificates. Depending on the
structure of the PKI, this could
be a large amount of cross cer-
tificates, which would ultimately

need to be maintained, leading to high maintenance complexity. An es-

timation of the scalability for adding PKls is as follows:

) To enable Plug and Charge using cross certificates for two PKIs

would mean the following amount of cross certificates: #CSO Sub
CAI certificates PKI-1 + #CSO Sub CAl certificates PKI-2

(] For certificate installation a similar calculation can be used for two
PKls: #CPS Sub CAl certificates PKI-1 + #CPS Sub CAI certificates

PKI-2
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Please note that cross certification on a Sub CAl level could lead to a
very high number of cross certificates if there is a large number of Sub
CAI certificates. The calculation above is for the number of cross cer-
tificates between 2 V2G Root CAs. Again for interoperability be-
tween n PKis, the above calculation would be applicable

for each n(n-1)/2 - “full graph” — PKls interoperability re-
lations. Therefore this option only seems feasible and
maintainable if both PKls have very few Sub CAl cer-

tificates, preferably only one. This would mean that

86

the Sub CAl level would also be used by the V2G
Root CA operator.

When cross certification is applied on Sub CA2 lev-
A el, the number could become very high, since the

calculation would be applicable for CSO and CPS

Sub CA2 certificates (and should be done for each

Sub CAl certificate). Assuming that Sub CA2 certificates

are used by individual CSOs, this could potentially let-

ting the number of cross certificates “explode”. We therefore
would not advise to use cross certification on the Sub CA2 level.

Choosing level to apply cross certification

The level where cross certification is applied can be based on the num-
ber of cross certificates involved (that bring about additional mainte-
nance) or on the number of additional layers involved. If cross certi-
fication is applied higher in the hierarchy (i.e. “closer” to the Root CA)
the resulting ecosystem will involve less cross certificates and therefore
reduce complexity. However, it must be taken into account that if cross

n Maintenance includes key ceremonies, renewing certificates and, of course,

installing the right cross certificates on the right device / system.
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certification is applied higher in the hierarchy, the trust relation with the
other PKI entails trusting more certificates from the other PKI, since it
means trusting all certificates below the certificate from the other PKI
that is cross signed. When signing on Root CA level and leaving out a
Sub CA level (to “compensate” the extra PKI level), it also means that the
Root CA cannot be stored offline anymore. Please refer to Part 3 of this
document for more information about quality rules that are needed for
PKI interoperability.

In our demonstration project that is described in this chapter, we ap-
plied cross certification on Root CA level, because this seemed to be the
most relevant from a research perspective and the most practical option
(based on the expected maintainability) that can also already be applied
with ISO 15118-2 (based on the number of layers).
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14.1.3. Bridge CA

A technical solution for the increasing amount of cross certificates could
be a bridge CA. This approach is visualised in the following figure. By
adding an additional “Bridge CA layer” the many to many relations be-
tween all PKls become a relation between each PKI with the (same)
Bridge root CA, keeping the amount of cross certificates needed to be
interoperable relatively small. To add a V2G Root CA to the system would
require two additional cross certificates, for the entire system (instead
of two additional cross certificates per existing V2G Root CA when cross
certifying on Root CA level).

V26
Root CA-3

Cross @‘
Certif. 3A ertnc 3B

Cross Cross
Certif. 1B Certif. 2B
N Bridge
- Root CA
1 k-
/

V2G Cross Cross
Root CA-1 Certif. 1A Certif. 2A Root CA-2

A
Public Key
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Applying a bridge CA makes the cross certification solution more scal-
able and more suitable for large amounts of V2G Root CAs. Even with a
small number of PKls the scalability (amount of cross certificates) when
adding a new PKI becomes clear: when using cross certificates on Root
CA level without using a bridge CA, the amount of cross certificates for 2
PKils is 2, for 3 PKls it is 6, i.e. the number of cross certificates grows with
4. When applying a bridge CA, the amount of cross certificates would
grow with 2. When the number of PKIs increases, the scalability effect
is even larger. The consequence of this approach is that it would require
two additional levels in the ISO 15118 PKI when used on V2G Root CA level.
When looking at the schematic overview, a certificate from, for example,
V2G Root CA 1 could be verified by V2G Root CA 3 by using the (addition-
al) cross certificates “Cross Certificate 1a” and “Cross Certificate 3b”.

As mentioned, applying a Bridge CA introduces two ad-
ditional layers in the PKI hierarchy. Although this
option would make the cross certification mech-
anism more maintainable, this option cannot
be applied to the existing I1SO 15118-2 version
and is therefore only explained here for com-
pleteness, but was not further demonstrat-

ed.

Part 2
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14.2.  Impact on existing implementations

When implementing cross certificates to achieve interoperability be-
tween two ISO 15118 PKis, a number of changes to the entire chain is
necessary. In the following paragraphs, these changes are listed per
component or protocol that is present in the setup that was used. The
setup used for this discussion, is represented in the following figure, that
includes a central hub that provided the necessary certificate pools: the
OEM Provisioning Certificate Pool and the Contract Certificate Pool.

Using Cross Certification in an ISO 15118 ecosystem involves:

150 15118 ocpPP [ e
tificat
EV cs CSMS o e EMSP
A Setting up the TLS communication between an EV and
Charging Station from different PKls
B Using cross certification for verification of the Certificate
Provisioning Service (CPS) certificate (chain)
C Handling additional contract certificate chain verification by

the Charging Station, which is done by verifying with V2G
Root CA or MO Root CA certificates

Point ¢ will be addressed separately in 14.5
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14.211. Impact on I1SO 15118 implementations

Impact on the EV implementation of 1ISO 15118

The impact for the EV concerning the ISO 15118 commmunication involves
three different parts:

1. Handling cross certificates in the TLS communication. The EV
must be able to execute a TLS connection with a Charging Station
that has a certificate derived from a V2G Root CA from another

PKI and from its own PKI. During the interoperability test-
ing with different components, it seemed that not all EV
side components were prepared for accepting a certificate
chain containing an additional cross certificate (as provided
by the Charging Station). This seemed to depend on the im-
plementation on the Charging Station side and the EV side
(see 14.3). Some implementations worked directly, without
any changes. For some implementations, to handle both
the situation that an EV connects to a Charging Station
from its own PKI as well as from another PKI, the EV must
send its list of currently installed V2G Root CA certificates
to the Charging Station. Without this, the Charging Station
was unable to form a certificate chain with the appropriate
cross-certificate that can be verified by the EV. This can be
done by implementing the “trusted_ca_keys" extension in
the TLS ClientHello message. The current ISO 15118-2 stan-
dard requires an EV to use this extension, although it does
not define which identifier type (i.e. key_shal_hash, x509_
name, cert_shal_hash) to use for the “trusted_ca_keys"” ex-
tension®. Thus, the EV shall calculate the hash values of all
its installed V2G Root certificates and include these with
the TLS ClientHello message via “trusted_ca_keys” exten-
sion.

A The upcoming version of the standard (-20) is expected to require an alterna-
tive extension for this: the "certificate_authorities" in the ‘ClientHello’ message
as defined in IETF RFC 8446.
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The setup was tested with 2 PKls. When using more than
2 PKils, more cross-certificates will be provided to the EV,
meaning the TLS handshake could take more time as the
TLS library on Charging Station side has to look for the
correct cross-certificate. This has to be taken into account
when measuring the timeout on the EV side.

Handling additional cross certificate layer in certificate pro-
visioning service certificate chain.

During Certificate Installation, the EV receives an EXIRe-
sponse that contains the contract certificate to be installed.
This message is signed by the Certificate Provisioning Ser-
vice (CPS). The CPS certificates are also included in the
certificate installation message. The EV must be able to
verify this chain, which might include the cross certificate
depending on the CPS and the list of Root CAs that the EV
trusts. When cross signing on Root CA level, this implied
that the verification of the CPS chain must allow for an
additional fourth level in the PKI (for the cross certificate).
Although the ISO 15118-2 message schemes allow for four
certificates, existing implementations are expected not to
allow for this based on ISO 15118-2 requirement validations,
since these explicitly limit the number of certificates to
three. See 14.2.3 for more information on the CPS role.

Handling additional cross certificate layer in contract certif-
icate chain.

Certificate installation. During Certificate Installation,
the EV receives an EXIResponse that contains the
certificate to be installed. This message includes, be-
sides the above mentioned CPS chain, the contract
certificate chain, excluding the V2G (or MO) Root
CA certificate, which is the trust anchor of the EV. To
be able to use the contract certificate, at first sight
it seems that a chain from the V2G Root CA of the
EV to the contract certificate could be established for
verification by the EV, however this is not required
according to the ISO 15118-2 specification. In order to
do so (and for the previous point), the EV must pro-
vide its list of Root CA IDs to the Charging Station.
Based on this list, a contract certificate including a
valid chain can be provided to the EV. The EV in turn
must be able to handle this message containing the
contract certificate, that might also include a cross
certificate in the certificate chain.



b. Plug and Charge. For Plug and Charge authentica-
tionthe EV must provide its contract certificate chain
in the PaymentDetailsReq message. This should not
necessarily include the cross certificate, as long as
the Charging Station has the correct V2G Root CA
(or MO) certificate or a cross certificate to verify the
chain of the contract certificate of the EV.

Impact on the Charging Station implementation of
1ISO 15118

On the Charging Station side, the impact consists of the following points,
that are similar to EV considerations:

1. Handling cross certificates in the TLS communication. The
Charging Station must, in case of cross certification on
Root CA level, support an additional PKI layer and it must
support TLS communication based on cross certificates.
During the TLS handshake, the Charging Station must pro-
vide a chain of certificates that can be verified by a V2G Root
CA certificate that is present in the EV. Depending on the
V2G Root CA certificates installed in the EV the Charging
Station must include the cross certificates to achieve in-
teroperability through cross-certification. As mentioned
above, the EV must use the “trusted_ca_keys" extension in
the TLS ClientHello message (according to the ISO 15118-2
specification¥). The Charging Station in turn must check
the “trusted_ca_keys"” extension field and use this to create
a valid certificate chain.

During the interoperability testing with different compo-
nents, it seemed that not all components were prepared
for this feature. This depended on the implementation on
the Charging Station and EV, offering / validating the cer-
tificates in the right order (see 14.3).

F The 1SO 15118-20 is expected to require the "certificate_authorities" extension
as defined in IETF RFC 8446.
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2. Plug and Charge. For Plug and Charge authentication the
Charging Station must be able to process a contract certificate
chain in the PaymentDetailsReq message that may have one ad-
ditional layer. This does not necessarily include the cross certifi-
cate, as long as the Charging Station has the correct V2G Root CA
(or MO) certificate or cross certificates to verify the chain of the
contract certificate of the EV.

It is worth noting that only the ISO 15118-2 requirements limit the path
length of the PKI certificate tree to 3 (V2G RootCA certificate / Sub CAl
certificate /Sub CA2 certificate), thus, not allowing the inclusion of a cross
certificate on the Root CA level since this increases the path length to 4.
The I1SO15118-2 XML schema document used for encoding and decoding
V2G messages to EXI has defined the max occurrence of the certificate-
Type within the SubCertificatesType to 4 (see [ISO 15118-2]). As a result,
the EV and the Charging Station could append two additional certifi-
cates to the SAProvisioningCertificateChain and the ContractSignature-
CertChain without facing any encoding or decoding errors.

Summary of the impact when applied on Root CA level

In summary, to make cross certification work on Root CA level, the fol-
lowing points should be addressed: see table.
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Supported Supported by | Supported in ISO
by ISO15118- | ISO 15118-2 CS | 15118 Specification
2EV

2 200K

1 Handling cross
certificates in the
TLS communica-
tion mechanism.

When using 1 PKI layer X

for cross certificates \// - \// - \// - v

When all PKI layers
used: an additional

layer in the PKI struc- v
ture must be allowed

2 Provisioning certificate
validation, when as-
suming cross certifica-
tion on Root CA level:

When using 1 PKI layer
for cross certificates v v v v

When all PKI layers
used: an additional

layer in the PKI struc- v
ture must be allowed

3 Contract certificate
validation., when as-
suming cross certifica-
tion on Root CA level:

. X X
When using 1 PKI layer
for cross certificates v v v v

When all PKI layers
used: an additional
layer in the PKI struc- — — — 4
ture must be allowed

X Depending on correct implementation of the TLS handshake mechanism
XX If contract certificate is not validated (as specified in ISO 15118-2)

¥¥Xx As understood from the current draft version.
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Applying cross certification with existing IS015118-2 imple-
mentations

In the current ISO15118-2 specification, the PKI hierarchy has a predefined
structure and number of layers. This structure includes two Sub CA lay-
ers, one of which is optional. As explained in this chapter, paragraph 14.],
when cross certification is applied on Root CA level, this would introduce
an additional layer in the hierarchy for some certificates. One of the rea-
sons that cross certification is sometimes regarded as “not possible”,
is that it would conflict with existing implementations available, since
when all layers are already in use for a specific certificate, an additional
layer would exceed the maximum. Based on our research and based on
the current implementations in the field, this is not an issue from a tech-
nical perspective. When looking in more detail, when cross certification
is applied in the infrastructure, interoperability between PKls can already
be achieved:

) When applying cross certification on Root CA level for PKls that
do not have all Sub CA layers in use for Charging Station and CPS
certificates.

) When applying cross certification on Sub CA level for PKils that al-
ready have all Sub CA layers in use for Charging Station and CPS
certificates.

Furthermore, both types of certificates could be replaced by certificates
with a shorter chain in existing implementations without any impact, ex-
cept of course for (re-)creating and updating existing certificates. This is
illustrated in the figure below for the Charging Station certificates.
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Figure 5: applying cross certification to existing implementations

Applying cross certification on Root CA level

In the example on the left side we have a PKI a that uses all layers. For
setting up the connection between an EV and Charging Station, the
EVSE certificate is verified by the EV during the TLS setup and the con-
tract certificate is verified by the Charging Station. In case that an EV
from PKI a would charge at a Charging Station from PKI B, as illustrated
in the figure, this could be achieved by using cross certification, provided
that the hierarchy from PKI g does not use all Sub CA layers for EVSE and
CPS certificates. In this case, when connecting to a Charging Station, the
EV would receive an EVSE certificate chain consisting of 4 certificates up
to its own trust anchor, Root CA a (Leaf B, Sub CA B1, Cross Certificate,
Root CA a).
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When an EV from PKI B wants to charge at an EVSE from PKI a, this
is not possible by using cross certification, because then the maximum
amount of layers would be exceeded.

So a more concrete (hypothetical) example: an ElaadNL V2G Root CA /
Driivz Sub CAl/EVBox Charging Station could charge with an EV that has
a Hubject V2G Root CA installed and even install a contract certificates
with a Hubject V2G Root CA / Hubject CPS Sub CAl/ Hubject CPS signer,
if ElaadNL and Hubject would cross certify. An EV with an ElaadNL V2G
Root CA cannot charge at a Hubject V2G Root CA / lonity Europe CSO
Sub CAl/ lonity Germany CSO Sub CA2 / lonity leaf certificate charger.

Applying cross certification on Sub CA level

In the example on the right side we have a PKl a that uses all layers. Here
cross certification on the Sub CA 1 level is applied. Again, for setting up
the connection between an EV and Charging Station, the EVSE certifi-
cate is verified by the EV during the TLS setup and the contract certif-
icate is verified by the Charging Station. In case that an EV from PKI a
would charge at a Charging Station from PKI B, as illustrated in the
figure, this could be achieved by using cross certification on

Sub CAl level. In this case, when connecting to a Charging

Station, the EV would receive an EVSE certificate chain

consisting of 4 certificates up to its own trust anchor,

EXBITID les of Root CA a (Leaf B, Sub CA B2, Cross Certificate, Root CA
. a).

appluing cross

certification on This option would mean that for CSOs only one Sub

different levels CA level is available, so they will not have the option
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of having, for example, regional Sub CAs. However, we

believe that this “sacrifice” by the CSOs in exchange for

only joining one PKIl and having interoperability with oth-
er PKls is worth the sacrifice.

So a more concrete (hypothetical) example: the chain ElaadNL V2G

Root CA / Allego Sub CAl1/ Allego Europe Sub CA2 / EVBox Charging Sta-
tion would not be possible anymore, instead the chain would be Elaad-
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NL V2G Root CA / ElaadNL Sub CAl/ Allego Sub CA2 / EVBox Charging
Station. If the ElaadNL Sub CAIl cross certificate would be cross signed by
the Hubject V2G Root CA, an EV that has the Hubject V2G Root CA in its
trust store, would be able to charge at the EVBox Charging Station from
the example.

Consequences for current implementations

This means that if (the PKI operator of) a V2G Root CA decides to use one
of the Sub CAl layers for themselves and the Sub CA2 for CSOs,

cross certification on Root CA level with the ISO 15118-2

will not be possible. A valid reason for using this Sub

CAl layer for the V2G Root CA operator is that the

V2G Root CA is stored offline for security reasons.

Alternatively, cross certification on the Sub CA
level will be possible, but could lead to more cross
certificates to maintain in the ecosystem. This
depends on the number of Sub CA certificates
used on the Sub CAl level. This should be kept as
small as possible for maintenance reasons, but here
PKls are dependent on how each PKI fills in its layers.

Based on the above discussion, we propose, to enable Cross Cer-
tification in Europe, to dedicate one layer for the purpose of Cross Cer-
tification by applying cross certification on Sub CAl level together with
reducing the Sub CAl layer for CPS and CSO certificates to one.

At this point in time there is to our knowledge no negative impact on
existing implementations (except a one-time certificate chain replace-
ment). We do not advise to use cross certification on a Sub CA2 level,
since this could highly increase the number of cross certificates in the
ecosystem.
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Cross certification in the upcoming IS015118-20 specifica-
tion

As we have understood from the current draft of the ISO 15118-20 version
(October 2021), the new version introduces the concept of cross certi-
fication. This means it allows an additional layer in the PKI structure (if
used for a cross certificate). It does not mandate where cross certifica-
tion must be applied, this is left to the implementers. It only provides
examples, such as cross certification between a V2G Root CA and OEM
Sub CA, which can be used for verification of a newly introduced vehicle
certificate for TLS with mutual authentication. No detailed example is
provided of cross certification between V2G Root CAs.
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14.2.2. Impact on OCPP 2.0.1 implementations

Impact on Charging Station implementations

Currently, it is possible to install a cross-certificate in a
Charging Station but to specifically indicate that it in-
volves a cross certificate, an extension mechanism of
OCPP must be used. To be more specific: the enumer-
ation of the certificateType in the InstallCertificateRe-
guest message does not have a value for a “cross cer-
tificate”. For this reason, the following approach can be

used:

) Cross-certificates are added via OCPP 2.0.1 use case
MO5, using the InstallCertificateRequest message

) In this message, the field certificateType has the value ‘V2GRoot-
Certificate’

) Furthermore, the message is extended with an additional cus-

tomData object with the following fields:

Vendorld = ‘VendorXYZ'

CertificateSubType = ‘CrossCertificate’
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For demonstrating the approach to support cross-certification on the
Charging Station side, the following has been done:

The cross-certificates were added to trust store and key store of the
Charging Station. Theoretically a Charging Station could try to fetch the
cross certificate from the CSMS if the one supported on EV side is not
“cached” locally, but in practice this will add a lot of time impacting the
user experience. Furthermore, this would imply a larger change in the
standards used.

When an EV arrives at the Charging Station, the Charging Station choos-
es the V2G Root CA certificate it uses for setting up the TLS connection.

Impact on CSMS implementations

Similar to the Charging Station, the OCPP 2.0.1 implementation on the
CSMS side can be extended to support the installation of cross certifi-
cates. This can be done using the approach described in the previous
paragraph, via OCPP 2.0.1 use case MO5, with a customData extension.

Summary of the impact on OCPP2.0.1 implementations

In summary, to make cross certification work, the only point that should
be incorporated in OCPP 2.0.1 implementations in both Charging Sta-
tions as well as CSMS'’s is enabling the installation of cross certificates in
a Charging Station. This is currently supported by the current customiza-
tion mechanisms of OCPP. Please note that customizations that are ap-
plied, could also be added to a next version of the protocol specification.
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14.2.3. Certificate pool functionality

Communication

In a demonstration setup, a central hub was used that fulfilled the role
of OEM certificate pool and contract certificate pool. When an EV re-
quests a certificate (installation) at the Charging Station, this request is
forwarded via OCPP 2.0.1 to the CSMS. The CSMS in turn fetch-

es the contract certificate at the central hub. This contract

certificate was created by an EMSP (using the OEM pro-

visioning certificate for encrypting the private key) and

sent to the central hub. In our setup, the central hub r

was responsible to return the certificate and signing |-
the message using the Certificate Provisioning Service

(CPS) certificate. / \

In case of cross certification, only one change was need-

ed in the communication to the central hub: the list of

root certificate IDs from the ISO 15118-2 Certificatelnstalla-

tionReg message was added to the message to the central hub

(along with the already existing fields, such as PCID). The impact on
the functionality, however, was bigger, which is explained in the next
paragraph.

Functionality

When the contract certificate pool (CCP) receives a request for a cer-
tificate (for installation) that originates from an EV, it can find the right
contract certificate based on the PCID (or eMAID) from the request. The
list of root certificate IDs from the I1SO 15118-2 CertificatelnstallationReq
message that was added to the commmunication to the central hub, is
necessary to build a complete certificate chain towards one of the root
certificates from the list sent by the EV, since the EV only trusts certifi-
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cates it can validate with one of its own pre-installed “trust anchors”. In
case that the list of root certificate indicates that the EV is from a differ-
ent PKI than the certificate of the CPS (in our setup: the central hub), a
cross certificate is needed by the EV to be able to establish a complete
chain to its V2G Root CA for verifying the CPS certificate.

Please note that the time restrictions for the installation of a contract
certificate are quite strict (5s response time from EV to CCP and back).
For this reason, current CCP implementations often prepare (signed)
contract certificate bundles beforehand. Responses messages to con-
tract certificate installation requests are prepared and signatures of the
CPS are already added (sign operation often causes delays).

If multiple V2G Root CAs apply cross certification, and the

CCP wants to prepare a response, a response will have to be

prepared for each possible V2G Root CA. Reason for this

is that the CCP has to respond with a CPS certificate

chain that can be validated by the EV, but the CCP

SU|ViﬂQ these does not know in advance which V2G Root CA the
“cerlificate puzzl EV has (pre)installed. Depending on the V2G Root
CA of the EV, the CCP should return a response,
containing a CPS certificate chain that the EV will

was done by
the confract
certificate pool

trust. This will add some additional burden (memo-
ry, preparation, clean-up and logic) in the CCP.

Similarly, in case that the list of root certificate indi-
cates that the EV is from a different PKI than the contract
certificate that was sent to the contract certificate pool by

the EMSP, the contract certificate chain that is returned to the
CSMS could contain a cross certificate to allow the EV to verify the com-
plete chain of the contract certificate. However, since this is not required
by the EV according to the ISO 15118-2 specification, including the cross
certificate in the contract certificate chain is optional.

The functionality for solving these “certificate puzzles” was added to the

contract certificate pool, allowing an EMSP to upload a certificate, even
for EVs from another PKI.
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For example: when the contract certificate pool receives a message from
a PKI with a Root CA named OTHER-PKI, it should establish a provision-
ing certificate chain consisting of:

V2G Root CA from OTHER-PKI (does
not have to be included in the
message, since the EV has that
one as “trust anchor”)

Cross certificate with issuer

referring to the V2G Root CA
from the OTHER-PKI

Sub CAl (in our setup: the cen-
tral hub certificate)

CPS Sub CA2

CPS certificate

In case that (over the years) multiple cross certificates exist that can cre-
ate a path to the V2G Root CA from the OTHER-PKI, the central hub /
contract certificate pool should also validate the chain itself, implying
that it should not only store the cross certificates, but also the V2G Root
CAs that have signed the cross certificates. In this case, the central hub /
contract certificate pool can verify the chain before responding back to
the request from the EV.

The definition of this functionality is currently not part of any standard or
supporting document. The functionality and the rules that should sur-
round it, could be added to the documentation related to certificates
such as the VDE Anwendungsregel [VDE-AR] or in its successor, the
CharIN PKI Interoperability document (reference CharIN-IOP) that fills
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in the open spots in the functionality for creating a working I1SO 15118
ecosystem.

In the VDE Anwendunsregel [VDE-AR] the concept of a directory ser-
vice was already introduced, to deal with having more than 1 contract (or
OEM) certificate pool. When having multiple PKls this should map PCID
or EMAID to a reference to the correct certificate pool. This should be a
certificate pool of any of the PKls in the ecosystem.

14.2.4.  VDE Anwendungsregel / CharIN PKI
Interoperability document

Plug and Charge with EV from other PKI

The VDE Anwendungsregel [VDE-AR] introduces the concept of contract
certificate pool for preparing and storing contract certificates, which in
our setup is implemented in the central hub. The changes to be add-
ed to this documentation for the Plug and Charge functionality would
consist of describing a repository where cross certificates can be

found, similar to (or even in) the VDE-AR Root Certificate Pool.

Certificate installation from other PKI

In order to execute a certificate installation, functionality

was added for composing a contract certificate message
based on list of root certificate IDs. The reasoning behind
thisis that every EV could then be able to get a certificate at
every Charging Station. The current approach described in the
VDE Anwendungsregel introduces the concept of directory ser-

vices, which could be used to determine where contract certificates are,
as a "signpost" pointing to the right contract certificate pool to access
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contracts of different EMSPs. In our setup, the choice was made to also
include cross certificates in the certificate installation, since this would
mean that contract certificates could be stored at different contract cer-
tificate pools and CSOs should only have access to one of these because
of the use of cross certificates.

14.2.5. CharIN Certificate Policy

Currently, CharIN has defined a certificate policy guideline [CharIN-CP],
which states the rules to be followed for PKls that want to be a “CharIN
approved” PKI for ISO 15118 (in the future). When cross certificates be-
come integrated into the ISO 15118 ecosystem, this would also imply a
number of requirements that must be added to this certificate policy:

(] Quiality / auditable requirements that a PKI must fulfil before it is
“trusted” enough to allow for cross certification with other “CharIN
approved” PKIsY.

® Requirements for PKIs to allow for cross certification once another
PKI meets the requirements from the Certificate Policy

Y This would also mean that existing PKls in the market might have to update

their Certificate Policy.
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14.3.

Technical issues encountered

During testing the test setup for testing cross certification, we encoun-

tered

some issues / details that must be addressed to ensure interoper-

ability.

Part 2

Technical issues were encountered during the TLS communica-
tion setup when using cross certificates. These were solved cor-
rectly by applying the trusted_ca_keys extension (as required by
the ISO 15118-2 specification). Not all available TLS libraries have
implemented the “trusted_ca_keys"” extension from the ClientHel-
lo message. Both the EV (TLS client) and the Charging Station (TLS
server) should configure or, if needed, customize its TLS library in
order to enable the “selection process” of the correct CSO certifi-
cate chain. Alternatively the client could store cross certificates in
its trust store. However, in case of cross certification on Root CA
level this would be equivalent to storing additional Root CA certif-
icates. Since the mechanism is part of the ISO 15118-2 specification
and the ISO 15118-20 draft specification (“certificate_authorities”),
we propose to add verifying the correct working of this mecha-
nism to the ISO 15118 certification program and further explain the
use of this mechanism in the CharlN Interoperability Guide includ-
ing the identifier types to use.

Some publicly available TLS stacks couldn't verify the chain when
the ordering of the DN attributes is not identical. Validations of
certificates and fetching of certificates at the central hub were ad-
justed to deal with this. Furthermore, when creating a cross cer-
tificate, the CSR must be created using the subject fields in the
right order. We propose to standardise the order of the certificate
subject attributes in the CharlN Interoperability Guide.



14.4.  Impact of Cross Certification on
hardware requirements

Cross Certification only adds hardware requirements to Charging Sta-
tions, not to the EVs? . The impact on the hardware used when bringing
the cross certification in practice is limited. The amount of
certificates in the Charging Station was larger, using up
more memory. The amount of extra memory that is
needed, is dependent on the amount of PKls and

the amount of cross certificates in use.

The certificate size in I1SO 15118-2 is 800 bytes, so 3
based on the calculation from 14.1.2, the memo- O
ry impact on the Charging Station when apply-

ing cross certification on Root CA level for n PKils

would be:

So, for example, for 5 PKI's® this would be 5*4/2*2*800 =

n(n-1)
* 2 * 800 bytes

P To be precise: when applying cross certification, the EV actually does not have
to store all V2G Root CAs, so it could actually reduce the required memory in
the EV. It might require an additional revocation check for the cross certificate
since the use of OCSP-stapling for this certificate is not foreseen in the ISO 15118

specification.
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16.000 bytes ~ 15,6 kB.

Since the number of certificates for a V2G Root CAs must be between 1
and 10, based on the validity requirements (V2G2-878) from [ISO 15118-2],
the maximum certificates for which cross certificates are needed, would
be much higher.

However, one could wonder whether the amount of 10 would be needed
in practice. One would expect these to be smaller, due to the 5 year pe-
riod in between certificates. OEMs could for example only prepare for 2
V2G Root CAs at a time instead of 10, one “old” and one “new” certificate.
This would change the amount of memory for cross certificates to:

For 5 PKls this would result in 10%*9/2*2 = 90 cross certificates or

2n (2n-1)
* 2 * 800 bytes

90*800=72.000 bytes ~ 70 kB. Managing a high number of cross certifi-
cates would require additional effort from each PKI operator and would
also require CSOs to manage these cross certificates in their Charging
Stations. This managing not only involves adding new certificates, but
also handling updates of certificates and revocations of certificates.

Please note that with the introduction of newer versions of the ISO 15118
standard [ISO15118-20] it can also be expected that there will be techni-
cal reasons for introducing new certificate types or hierarchies, introduc-
ing a new V2G Root CA certificate.

0 Please note that this is per generation and this number can be higher (e.g. old

/ new or if other types of certificates are used in the future)
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14.5. Contract certificate chain
verification

In the ISO 15118 specification, contract certificates, which are created by
EMSPs (or MOs), can be derived from the V2G Root CA or from an MO
Root CA. It is up to the EMSP to choose whether it wants to operate its
own MO Root CA for contract certificates, although the EMSP remains
dependent on the Certificate Provisioning Service (that is derived from
the V2G Root CA).

In the above chapter, the main focus was on the TLS connection and
installation of contract certificates. The verification of contract
certificates can be done at the Charging Station. As men-

tioned above, these contract certificates can be de-
rived from an MO Root CA certificate or the V2G
Root CA certificate. In order to verify contract
certificates, the Charging Station needs to in-
stall in its trust store all applicable V2G Root
CA certificates and MO Root CA certificates.
One could use cross certificates for verify-

Applying cross
certification fo MC
Rool CAs does not
reduce the number of
installed cerfificates
in Charging Stalions

ing contract certificates up to a V2G Root
CA, but this does not impact the number
of certificates that needs to be added to the
Charging Station trust store. If a Charging
Station trusts contract certificates derived
V2G Root CA X and also wants to trust con-

tract certificates from V2G Root CAY, it can ei-
ther add this V2G Root CA'Y certificate to its trust
store or a cross certificate between V2G Root CA X
and Y.

For MO Root CA certificates, cross certificates could in theory also be
used, but here the same logic applies: it does not reduce the number of
installed certificates in Charging Stations and it would require cross cer-
tification (and thus bilateral agreements) between MO Root CAs.

Part 2 m



14.6. Summary

In summary, using cross certification is an option for PKI interoperability
that could be applied in an ISO 15118 EV ecosystem. When dedicating 1
certificate layer for cross certification, it could already be applied for ISO
15118-2, provided that the TLS setup is supported by EVs and Charging
Stations. During testing we found that not all test-implementations sup-
ported this TLS setup, so this point would need attention in the ISO 15118
Certification Program and should be further explained in the CharIN In-
teroperability Guide. The impact on the implementations of other de-

vices / systems in the EV ecosystem is limited (and doable), as

described in this chapter.

When cross certification is in place, the EV manufac-
turer can install one V2G Root CA certificate and
( this will then work everywhere (either direct or

because of cross certificates being available).
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14.7. Recommendations

Based on our work described in this chapter, we believe that if cross
certification would be chosen as an interoperability mechanism for ISO
15118-2, the following would need to be done:

() Dedicate one certificate layer in the
Charging Station and CPS certificate
chains for cross certification on Sub CAl
level, meaning that the CSO can only be-
come Sub CA2 in the PKI hierarchy

() Standardize TLS behaviour inside the
CharIN Interoperability Task Group

() Verify this TLS behaviour during the ISO
15118 Certification Program.

The 1SO 15118-20 (draft) specification
is prepared for a PKI hierarchy con-
taining a cross certificate, but for
this version we also recommmend

to pay attention to the TLS
handshake implementation

as specified in the ISO 15118-20
specification.
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15. CERTIFICATE TRUST
LISTS IN PRACTICE

15.1. Certificate Trust Lists explained

1511 General explanation

A Certificate Trust List (CTL) is a predefined list of items that has been
signed by a trusted entity. Technically, a CTL can be anything, such as
a list of hashes of certificates, or a list of file names. All the items in the
list are authenticated (approved) by the signing entity, a trusted entity
that puts it signature on the Trust List. For the purpose of ISO 15118 PKI
interoperability,a CTL can be used to maintain and distribute a list of V2G
Root CA certificates that are trusted in the market.

Applying a signature by a trusted entity means that once the signature
of this signing entity has been verified, the items on the list are “trusted”
by the receiver. In order to have interoperability between PKis, i.e. to al-
low an EV that belongs to a PKI to charge at Charging Station of another
PKI, a Certificate Trust List with trusted V2G Root CAs can be sent to the
EV. Once verified, all V2G Root CA certificates on the list, can be trusted
and can be used for setting up the connection with an EVSE.

The figure on the right illustrates how a connection can be setup, when
an EV with a chain derived from Root CA a, want to establish a trust rela-

tion with a station with Root CA B:

When setting up the connection, the Charging Station must send the cer-
tificate chain, excluding the Root CA certificate, in this example Root CA B.
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The EV receives this chain of ROOT §EOT

CAa B
certificates and can validate
this using Root CA B that is on | ﬁ
the certificate trust listandcan B
thus build up the certificate g%lb CA

chain to a “trust anchor”, know-
ing that Root CA B certificate is
a trusted certificate based on
the signature on the CTL. Us- 2
ing Root CA B certificate, the
EV can thus verify the certifi-
cate chain derived from Root

Sub CA

Sub CA Sub CA
B2

CA B and setup a connection.

In practice a system will not

literally check a Root CA certifi-
cate on the CTL, the most likely
usage of a CTL is as a secured

and centralised way of manag-
ing trust stores of the different
systems in the EV ecosystem.
The actual certificate valida-

List:

tions are done using these { Root CA o
r

trust stores. Root CA B, }

Signature: trusted entity

Trust List Manager

An important aspect of a Certificate Trust List is the trusted entity that
adds / deletes certificates on the list and provides the signature that
proves integrity of the list. This entity, called the Trust List Manager (TLM),
is a role that must be trusted by all companies and systems in the market
thatis using the CTL. The TLM has strictly a governance role and does not
have a business involvement in the PNnC market. From a market perspec-
tive the TLM role is usually fulfilled by a neutral governmental organisa-
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tion. Please refer to part 1 for more information on the requirements for
guaranteeing the neutrality of this TLM.

The technical signature on the CTL must be verified by the receiver of
the CTL using the public certificate of the Trust List Manager. It has to
be taken into account that the receiver of the CTL must always be able
to verify the signature, thus always needing the public certificate of the
TLM. This raises the question on how this TLM certificate must be
distributed and managed. Besides installing this via a separate
mechanism, the approach could also be to make a new TLM
certificate part of the CTL, where the CTL integrity is pro-
vided by the CTL. In addition, mechanisms can be used
such as signing the new TLM certificate with the old
TLM certificate. When this is done, the receiver of the
TLM can first verify the integrity of the entire CTL by ver-
ifying the signature using the current TLM certificate. As
a double verification the current TLM certificate can then
be used to verify the new TLM certificate that is provided

in the CTL.

Applying a Certificate Trust List for 1ISO 15118

Using a Certificate Trust List in an ISO 15118 ecosystem involves, similarly
to the Cross Certification, using a CTL for:

) Setting up the TLS communication between an EV and Charging
Station from different PKls

[ Installing certificates for verification of the Certificate Provisioning
Service (CPS) certificate (chain)

) Handling additional contract certificate chain verification by the

Charging Station, which is done by verifying with V2G Root CA or
MO Root CA certificates
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When applying a CTL, the points a and b above are handled by providing
a CTL with the right V2G Root CA certificates to the EV. If this is done,
the TLS connection can be setup and the CPS certificate chain can be
validated. Although point c is already handled in the existing OCPP stan-
dard and a CTL is not specifically needed here, this option will be consid-
ered as it could work together with one of the options for installing the
CTL in the EV. This will be further explained in the next paragraphs.

15.1.2. Variants for distributing a CTL to an EV

If a CTL is used within a market, it has to be distributed for installation /
updating in the systems. The primary focus will be on the EV, since ap-
plying a CTL in the EV can provide most of the needed interoperability
between EVs and EVSEs from different PKils. Using the CTL mechanism
for other purposes is discussed later in this chapter.

Distributing a CTL to EVs can be done in multiple ways:

1 Via the infrastructure: sending it via the Charging Station to an
EV using an ISO 15118 Value Added Service. The EV unpacks the
CTL.

2 Via the telematics route: the CTL is sent via the OEM to the EV.
Two sub-options are possible:

2a CTL in the vehicle: the CTL is sent to the OEM and forwarded
tothe EV. The EV unpacks the CTL and installs the individual

certificates.

2b CTL extracted by OEM: the CTL issent to the OEM, unpacked
and the individual certificates are sent to the EV.
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Please note that — for variant 1- when the CTL is signed by the TLM, the
infrastructure variant can only be applied by providing the entire CTL to
the EV, so that the EV can verify the signature.

Unpacking it at the CSO or in the Charging Station would mean that the
EV cannot verify the signature on the CTL anymore and thus not veri-
fy the integrity of the CTL. Recreating the CTL in the Charging Station
again and resigning it would not make sense, since the EV would then
need to trust a random Charging Station instead of the TLM that created
the CTL. In practice, this variant therefore does not seem realistic and
therefore it is not further discussed.

For the telematics route variant 2a, (where the CTL is verified and un-
packed by the EV), the OEM should implement this ‘unpacking’ feature
in the EV similar to variant 1.

The most logical method seems to be that the CTL is verified and un-
packed by the OEM, before it reaches the EV. The telematics route is se-
cured by the OEM and the EV can of course trust its own OEM.

The table on the next page shows the advantages and dis-
advantages of these possible variants:

Distributing a
CTL to EVs can
be done in
multiple ways
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No Vari- | Advantages Disadvantages
ant
1 No effort from OEM Using a Value Added Service does
via telematics com- not guarantee interoperability.
munication needed. Value added service for installing
Signature on CTL provides | a CTL requires TLS: distribution of
certainty that the CTL has | new Root CAs must starts before
not been tampered with. it is used by the charging infra- _
% Not depending on structure (e.g. 3 months ahead)=.
o GSM module or Impact on EV side:
o 2/3/4/5G coverage ) )
5 Memory: storing + in-
‘g Could be used to- stalling a new list
*é g:t(tg%vg;f;iglaer)lant Logic for verifying, unpack-
& ing and installing a new CTL
=S (see also next paragraph on
feasibility of variants))
Impact on Charging Station
side: CTL forward logic
Mechanism to trust initial CTL
is needed (e.g. TLM Root CA)
2a No impact on ISO 15118 Impact on EV side:
specification (“addi- . .
Q@ tion / extension”) Memory (storln.g +in-
© stalling a new list)
T Signature on CTL provides . .
; certainty that the CTL has !_oglc forvenfymg, unpack-
£ not been tampered with. ing and installing a new CTL
c (see also next paragraph
3 Could be used to- on feasibility of variants)
5 gether with variant ) N
1 (compatible) Mechamsm to trust initial CTL
is needed (e.g. TLM Root CA)
2b No impact on ISO 15118 Impact on EV side: mem-

specification (“addi-
tion / extension”)

Since the signature is ver-
ified by the OEM and the
individual certificates are
sent to the EV, the security
depends on the OEM

CTL extracted
by OEM

ory for all certificates

Cannot be used together with
1or 2a (incompatible)

=: To clarify this: it must be distributed earlier to prevent a chicken & egg prob-

lem: If an EV cannot setup the required TLS connection to a Charging Station,

because it does not have the correct V2G Root CA installed, it will be unable to

use the value added service to install the CTL containing this V2G Root CA.

Part 2

19



Feasibility of the variants

As already mentioned previously, assuming that the CTL is used with
signature verification, for both the infrastructure route, as well as the
variant 2a, where the CTL is sent to the EV in its entirety, the EV must
support verifying and unpacking the CTL. This would need to be newly
introduced in EVs and this might not be practically feasible, especially
for current implementations. It is thus unsure if OEMs will support this
CTL support feature in future and the variants 1 and 2a therefore seem
less realistic.

Furthermore, currently all vehicles already have a telematics connection,
it is not expected that OEMs will abandon this route, since OEMs also
use this for other purposes. This makes the infrastructure route even less
likely. Besides this it is expected that OEMs have already taken into ac-
count that V2G Root CAs need to be updated in the future based on the
validity requirements (V2G2-878) from [ISO 15118-2], the functionality for
variant 2b is expected to be already more or less available. Therefore, the
most likely and feasible variant seems to be the variant 2b, where

the OEM extracts the CTL and sends the certificates to

the EV.

However, market rules will be needed to ensure
that e-Mobility players do trust the CTL and
install its content to their devices. Depend-

Markel & qual ing on the variant for distributing the CTL,

will be needed Ic

it can be more or less complex to test and
certify devices for following such rules.

ensure thal e-Mobilifl
players trust the

CTL and insiall its
content on their devices

Please refer to part 1 for more informa-
tion on this topic.
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15.1.3. Using a CTL for MO Root CA certificates in a
Charging Station

Until this point, the CTL mechanism was primarily considered in the light
of the interoperability by distributing the V2G Root CAs to EVs using a
CTL, in order to provide interoperability similar to cross rec-
ognition. Besides the use of V2G Root CAs in the EV, the
authorization of an EV at a Charging Station, requires

the use of Contract Certificates. In the ISO 15118-2

and ISO 15118-20 (draft) standard, V2G Root CA cer-

tificates and MO Root CA certificates are used in

Charging Stations for verifying these contract cer-

tificates from an EV. These are not necessarily de-

rived from a V2G Root CA, these can also be derived

from an MO Root CA certificate. If the Charging Sta-

tion wants to verify the Contract Certificate of an EV at the
Charging Station, the MO root CA certificates of EMSPs that do
not choose to have their contract certificates derived from a V2G Root CA

that can be expected in that region must be installed.

For distributing MO root CA certificates, the CTL mechanism could also
be used. Currently, installing V2G Root CA certificates and MO Root CA
certificates can already be done with the existing OCPP 2.0.1 version (or
with OCPP 1.6 with the OCPP 1.6 — ISO 15118 Application Note implemen-
tation). However, if the CTL mechanism would also be applied here, simi-
lar to the installation of the CTL in the EV, the CTL can also be distributed
for installation / updating in the Charging Station in multiple ways:

1. CTL extracted by CSO: CSO unpacks CTL and sends individual
certificates to Charging Station

2. CTL in the Charging Station: CSO sends the CTL to the Charging
Station. The station unpacks the CTL and installs the certificates.
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The following table shows the advantages and disadvantages of these

possible variants:

No Variant

Advantages

Disadvantages

1 CTL for MO
Root CAs ex-
tracted by CSO

2 CTL for MO
Root CAs
sent to the
Charging
Station

Multiple smaller portions
of data to Charging Station

Already support-
ed in OCPP.

Signature on CTL provides
certainty that the CTL

has not been tampered
with to Charging Station.

The Charging Station
cannot verify the signature
on the CTL to be certain
that the CTL has not been
tampered with. Since the
Charging Station and

CSO have a trust relation,
this signature verifica-

tion seems irrelevant.

A bit more overhead
sending the certificates
to the Charging Station

Impact on Charging
Station side: memo-
ry (storing + installing
a new list) + logic

In case of many V2G
Root CAs: large CTL file
(-> work with delta’s)

Only supported in
OCPP when using cus-
tomization option

Market rules will be needed to ensure that e-Mobility players do trust the
CTL and install its content to their devices. Depending on the variant for
distributing the CTL, it can be more or less complex to test and certify
devices for following such rules.

Please refer to part 1 for more information on market rules.
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15.2.  Impact of the CTL on existing imple-
mentations

In this paragraph, the impact on existing implementations is explained.
For each of the protocols / standards, the impact is discussed for the dif-
ferent variants of distributing the CTL. The main focus will be on using
the CTL for distributing V2G Root CAs.

15.2.1. Certificate Trust List format

When speaking about a Certificate Trust List, as explained in 15.1.1, we only
speak about a concept. As opposed to the cross certification mechanism
that is technically clearly defined, a Certificate Trust List requires an addi-
tional step of determining the CTL format and how to exchange the CTL.
Multiple variants for the CTL distribution mechanism will be discussed in
this chapter, this section discusses the CTL format. As mentioned in the
introduction of this part, the PKI interoperability mechanisms have been
implemented as part of a field test. The format that was used for this test
is included in ASN.1 format in Appendix A: CTL ASN.T format. The most
important aspects of this trust list are the following:

[ It contains a signature of the Trust List Manager

® It contains a distinction between deltas (adding / deleting) and a
full Trust List

) It contains the list of (V2G) Root CA certificates

In our demonstration we used a self-signed TLM certificate. The Trust
List Manager must be a trusted party, of which the certificate can be val-
idated (at least initially, the TLM can be update as part of the TLM mech-
anism by signing a new certificate with the private key belonging to its
old certificate).
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15.2.2. Impact of the CTL on ISO 15118 implementations

Impact on EV implementations when managing the CTL
via the infrastructure

When distributing the CTL via the infrastructure by sending it via the
Charging Station to an EV, this would impact the ISO 15118 specification
(both the -2 and the -20). Currently the specification does not have mes-
sages for this. However, the specification does offer the functionality of
“value added services”. For the field test, we used this mechanism. A val-
ue added service was defined, that worked as follows:

When the EV and Charging Station setup an ISO 15118 communication
session, at the beginning of the session the Charging Station indicates
which services it offers to the EV using the ServiceDiscoveryReq / -Res
messages. In our case, we defined a service with the name “CTLInstal-
lation”, that provides a URL to the EV where it can download the CTL
from the Charging Station. The implementation of the service on the EV
side was responsible for downloading the CTL from the Charging Station
with that URL and installing the V2G Root CA certificates from
the CTL in its trust store. The value added service as used
during our field test, is included (as an example) in Ap-

pendix B: CTL Value Added Service.

An alternative could have been to send the en-
tire CTL to the EV directly via ServiceDetailsRes
instead of only sending a URL. However, we ex-
pected this not to be future proof and could end
communication if the EV is not prepared for a

large data block.

In summary, the impact on existing implementations

would be that when distributing the CTL via the infra-
structure, either additional messages are needed in the ISO
15118-2 or ISO 15118-20 or the existing messages for value added services
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Currently ISO
15118 does not
have predefined
messages for

distributing a CTL

as defined in the specifications would need to be
used. To provide interoperability between imple-
mentations using a value added service, this val-
ue added service would need to be clearly spec-

ified. This could be done by creating a separate
“extension” to the specification clearly explaining
how to use /fill the value added service messages.

Whether additional messages are added to the ISO 15118
specification or a value added service is used, in both cases

this would mean that it would require additional work for existing im-
plementations on the EV and Charging Station side, either for adding
new messages or implementing the value added service.

Impact on the EV implementation when managing the CTL
via telematics directly to the vehicle

When not using the infrastructure route, the ISO 15118 communication
between EV and Charging Station is not impacted. The CTL mechanism
can be added as a separate mechanism to install V2G Root CA certifi-
cates in the EV. This does not impact the ISO 15118 implementation and
will thus not require any changes to existing implementations.

Impact on the EV implementation when managing the CTL
via telematics extracted by OEM

Similar to the variant where the CTL is sent directly to the EV, this variant
does not impact the ISO 15118 specification and can be added as a sepa-
rate mechanism.
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15.2.3. Impact of the CTL on OCPP 2.0.1
implementations

Impact on the CSMS / CS when managing the CTL via the
infrastructure

When distributing the CTL via the infrastructure by sending it from via
the Charging Station to an EV, the CTL first has to be sent to the Charging
Station by the CSMS. The OCPP 2.0.1 protocol is aligned with the
ISO 15118-2 specification, but since a Certificate Trust List is
not part of 1ISO 15118-2, this is not by default supported in
the existing OCPP messages. The OCPP 2.0.1 extension
mechanisms, such as DataTransfer and CustomData
extensions, can be used to add this functionality.

CTL distribution vi
the OEM telemalics
route seems the

most likely variant

In the field test, sending the CTL from the CSMS to the
Charging Station was done by using the DataTransfer
mechanism. The messageld used in the DataTransfer
was “InstallTrustListCertificates”, the vendorld “com.tri-
alog.iso15118.ctl”. The data field contained the entire CTL,
Base64 encoded.

Impact on the CSMS / CS when managing the CTL via
telematics directly to the vehicle

When not using the infrastructure route, the OCPP communication is
not impacted.
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Impact on the CSMS / CS when managing the CTL via
telematics extracted by OEM

When not using the infrastructure route, the OCPP communication is
not impacted.

15.2.4. Impact of the CTL on certificate
pool functionality

The CTL mechanism does not add or change functionality that is done
by a central hub or a certificate pool. In the VDE Anwendunsregel [VDE-
AR] the concept of a directory service was introduced, to deal with hav-
ing more than 1 contract (or OEM) certificate pool. When having multi-
ple PKis this is should map PCID or EMAID to a reference to the correct
certificate pool. This should be a certificate pool of any of the PKls in the
ecosystem.

In theory central platforms could play a role since they can already play
a role in the distribution of Root CA certificates (“Root Certificate Pool”
as described in reference [VDE-AR]). However, in other markets where a
Certificate Trust List is used, the distribution of the list is often done by
the Trust List Manager.

Part 2

127



15.2.5. Impact of the CTL on the VDE Anwendungsregel

The current VDE Anwendungsregel is considered as a necessary exten-
sion for implementing the ISO 15118-2 standard. In the case that the Cer-
tificate Trust List mechanism would be introduced in addition to the ISO
15118 standard, the way this works, must be explained somewhere. This
could be done as a part of the VDE Anwendungsregel, but because of
the world / market wide impact of the CTL mechanism, this seems more
appropriate for an ISO 15118 Interoperability Guide. Currently an Interop-
erability Guide for ISO 15118 (both 1SO15118-2 as well as ISO15118-20) is un-
der development within CharlN, so in case the CTL mechanism would be
introduced, this seems a more logical place to describe this.
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15.3.  Impact of the CTL on hardware re-
quirements

The impact on the hardware requirements when applying a Certificate
Trust List differs depending on the variant that is chosen.

When distributing the CTL via the infrastructure, this impacts both the
EV side as well as the Charging Station side. On the EV side memory is
needed for storing a CTL and installing a new CTL, and additional logic
(requiring a limited amount of additional computational power). On the
Charging Station side memory and logic are needed for forwarding the
CTLtoan EV.

When distributing the CTL directly to the vehicle, this variant does not
impact the Charging Station. When the OEM unpacks the CTL and for-
wards the individual certificates, the EV only needs enough memory for
installing all V2G Root CA certificates.

In all cases, the amount of memory that is needed for storing the cer-
tificates from a CTL is depending on the number of PKis: for n PKils, the
amount of storage needed is:

n * 800 bytes

Since the number of certificates for a V2G Root CAs must be between 1
and 10 (based on the validity requirements (V2G2-878) from [ISO 15118-2]),
the maximum would then need to be multiplied by 10. So, for example,
for 5 PKI's this would be 5*800*10 = 40.000 bytes ~ 39 kB.
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This amount of memory would have to be available at the EV and
Charging Station for storing, depending on the variant it could be more
(e.g.an EV would need the double amount if installation is done by send-
ing the entire CTL for updating / unpacking at the EV side).

15.4. Summary

In summary, using a Certificate Trust List is an option for PKI interoper-
ability that could be applied in an ISO 15118 EV ecosystem. Several vari-
ants can be used for distributing a CTL. All of these options require the
EV to install the CTL or certificates from this CTL. The distribution of the
CTL could be arranged via the charging infrastructure or via the OEM'’s
telematics. When sending the CTL via the OEM, it does not impact the
ISO 15118 specification, when sending it via the infrastructure, it requires
the specification of distributing the CTL. This can be done either as a
new part of the ISO 15118 specification or as a standardized value added
service (not requiring a change in the existing ISO 15118-2 specification).

The most likely implementation of a Certificate Trust List Mechanism
is the OEM retrieving and unpacking the CTL and forwarding the indi-
vidual V2G Root CAs to the EV using Telematics. For this solution to be
scalable however, the available space in the EV Trust Store must be ad-
dressed as a serious point of attention.
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15.5.  Recommendations

Based on our work described in this chapter, we believe that if a Certifi-
cate Trust List would be chosen as an interoperability mechanism for ISO
15118-2, further industry discussions and market regulation regarding
the space in the EV Trust Store are needed to be engaged in. Until thisis
enlarged, applying a Certificate Trust List for V2G Root CA certificates for
PKI interoperability is not feasible.

In a similar way an industry discussion could be
started about the use of a CTL for distributing MO
Root CA certificates to Charging Stations for
verification of contract certificates. In case
that the outcome of this discussion would
be that memory limitation of Charging

Further industry
discussions and m
regulation regarding

Stations would be an issue, EMSPs could
consider deriving their contract certifi-
cates from a V2G Root CA.

the space in the EV
Trust Store are needed
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16. INTEROPERABILITY
DISCUSSION

16.1. PKI Interoperability using cross cer-
tificates

Achieving PKI interoperability by using cross certifi-
cation is a common method for PKI interoperability.
When using this approach, interoperability can, in ad-
dition to the adding multiple V2G Root CAs in the EV,
also be handled “outside of the EV”, by using cross cer-
tificates at the Charging Station.

The approach is rather scalable, the main limitations are in the memory
of Charging Station, when in case of many PKl's, a lot of cross certifi-
cates are used. The scalability can be increased by applying

a “bridge CA” mechanism. However, this would require 2
additional layers in the PKI hierarchy. Furthermore, this
would require one neutral, regulated party that has

to fulfil the role of bridge CA, which leads to similar
issues for the options where there is only one V2G

Root CA.

Cross certification can already be used with the ISO
15118-2 specification, when one existing certificate
layer is used for cross certificates. The only issue that ’)

could occur is during establishing a TLS connection by
the EV, which resulted in not all implementations on the EV
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side supporting cross certification out of the box. Furthermore, a larger
amount of PKils, and thus a larger number of cross certificates, causes a
larger complexity / maintenance effort.

With the ISO 15118-20 version, based on the current draft, it is expected
that cross certification is made possible as part of the standard. As with
the ISO 15118-2 specification, this new version is also expected to support
the TLS handshake for cross certification (using a slightly different tech-
nical mechanism). However, due to the issues we encountered, this still
makes the TLS handshake a point of attention for ISO 15118 certification.
Using cross certification also has a minor impact on OCPP and the VDE
Anwendungsregel.

Therefore we think this is a possible useful solution for ISO 15118 PKI in-
teroperability in addition to cross recognition.

16.2.  PKlInteroperability using a
Certificate Trust List

Achieving PKI interoperability by using a Certificate Trust List is another
method for PKI interoperability that is also used in other markets, such
as Intelligent Transport Systems.

The approach is scalable, the main limitations are in the

memory of the EV, when in case of many PKl's, many
V2G Root CAs are used. The mechanism is very sim-
ilar to cross recognition: the V2G Root CAs from
the CTL are to be installed in the EV and the

PKl interopera Charging Station.

by using a

Cerlificate Trust
List is also used
in other markels

A CTL can be used with the ISO 15118-2 and
ISO 15118-20 specification. Depending on the
variant that is used for distributing the CTL, an
addition to the ISO 15118 specification or stan-
dardized value added service could be necessary.
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Alternatively a separate CTL distribution mechanism via the OEM could
be introduced. When the CTL is distributed via the infrastructure route,
using a CTL also has a minor impact on OCPP, as described in 15.2. Fur-
thermore, for the infrastructure route an interoperability guide would be
needed to describe the standardized value added service.

Based on our findings we think a Certificate Trust List is also a possible
useful solution for ISO 15118 PKI interoperability as a governed and main-
tainable form of cross recognition, provided that the OEMs will accom-
modate sufficient support for multiple V2G Root CAs in the EVs Trust
Store.

16.3.  Other PKl interoperability
findings / further research

One of the topics that was encountered during the demonstration proj-
ect is that the API interface to the various involved Contact Certificate
Pools (CCPs) was different. One noticeable difference was that the one
implementation required an exiRequest (containing the raw Certifi-
catelnstallationReq message from the EV) to be sent to the CCP in order
to receive the exiResponse. Another implementation required only the
PCID / EMAID (and some additional required fields such as SessionID,
schema version and list of Root Certificate IDs). The first implementation
does not require a CSO to decode the message from the EV, although
this could be necessary if a directory service is used to find the right
CCP based on PCID / EMAID as suggested in the VDE applica-
tion guide [VDE-AR]. To improve interoperability between oo
PKiIs (or even within PKls if multiple CCPs are available ’
within one PKI), we suggest that the CharIN PKI In-

teroperability Taskforce standardizes the informa- / \

tion thatisincluded in the interface to a CCP (and
perhaps even the actual interfaces to the certifi-
cate pools and directory services).
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Another recent suggestion that will be explored in the future is to apply
cross certification between an “external” EMSP (“MO Root CA") with a
V2G Root CA PKI and add that cross certificate to the contract certificate
chain. This could make it possible to omit the CPS service/signature.

In this document we have not explored replacing Root CA certificates or
revocation of certificates. The mechanisms described, cross certification
and a Certificate Trust List, are interoperability mechanisms not specific
to ISO 15118 and are also applied in other industries / ecosystems. The
general revocation mechanisms OCSP and CRL can be applied, but the
impact on an ISO 15118 ecosystem of a revoked (or replaced) certificate
requires further exploration.

In this report we have touched upon using MO Root CA certificates (sug-
gesting that a CTL could be used for this). Currently there are already
hundreds of EMSPs in the European e-mobility market. If all these EM-
SPs decide to use their own MO Root CA certificate, this could have quite
some impact on the Charging Station memory, since Charging Stations
have to store MO Root CA certificates for contract certificate validation.
This particular aspect requires further exploration.

Finally, all different PKI interoperability options will have to be able to
deal with the situation that a CA certificate or a cross certificate is com-
promised. The latter can be handled by the right use of CRLs or OSCP
responders. When a Root CA itself is compromised, there is no other
choice then rebuilding the entire PKI. This topic is not further explored
in this document.
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16.4.  PKI Pool Interoperability

For the installation of contract certificates in an EV, the CSO of the
Charging Station that the EV is connected to, must fetch the contract
certificate from the right Contract Certificate Pool (CCP). Instead of con-
necting either all EMSPs or all CSOs to all Contract Certificate pools, we
are currently exploring options to simplify this by introducing interop-
erability on the level of PKI Pools. One of the options that is explored,
is connecting PKI Pools to each other. This can support CSOs to fetch
any (signed) contract certificate bundle from any pool by connecting to
just one Contract Certificate Pool and let the various Contract Certificate
Pools connect to each other to find the one that is actually storing the
bundle.

Besides exploring options for fetching contract certificate pools, we are
also exploring the preparation of contract certificates at a Contract Cer-
tificate pool in an interoperable way. The CPS certificate that is used to
sign a Contract Certificate bundle must be verified by an EV. To reach
interoperability for installing a signed contract certificate bundle from
any Contract Certificate Pool, several different options are available on
PKI Pool level. One of the ways that is explored to reach interoperability
for this, is that every CCP where a contract can be requested, would be
able to sign contract data (either directly or indirectly) using the CPS cer-
tificate from any available V2G Root CAs.

Options for interoperability for Contract Certificate Pools (and for OEM

Provisioning Certificate Pools), as described in this paragraph, are cur-
rently being explored and will be demonstrated in the near future.
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16.5.  Topics besides providing interopera-
bility

Now that the technical interoperability of Cross Certification and a Cer-
tificate Trust List are described in chapter 14 and 15, we will shortly look
at a number of other aspects to consider. We will compare these aspects
not only for Cross Certification and the Certificate Trust List, but will also
include Cross Recognition. The aspects considered are:

) Maintainability

® Technical feasibility of the solution

) Scalability

) Where is interoperability handled

The table provides an overview of a number of
topics that is addressed by the different ways
of providing interoperability.

We will compare All options require similar amounts of

these aspecls

nof only for Cross
Cerlification and the
Cerlificate Trust List,
but will also include
Cross Recogniftion

quality rules and market rules as de-
scribed in Part 1.
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Issues ad-
dressed

Maintainability

Technical
feasibility

Scalability

Where is interop-
erability handled?

Cross recognition

Cross Certification

Certificate Trust List

“Root Certificate
Pool” useful in
case of many PKis.

Revocation =
removing a V2G
Root certificate
directly from
trust store (CRL
cannot be used)

Perhaps a “Cross
Certificate Pool”
needed in case
of many PKis?

Revocation: add
cross certified V2G
Root CA to the
CRL of the cross
certifying V2G
Root CA. This is
standard way of
handling CRLs.

CTL manager
maintains list,
maintenance
is part of CTL
mechanism.

Revocation =
removing a V2G
Root certificate
from CTL (CRL
cannot be used)

Confirmed

Possible with
ISO15118-2/ -20

Yes, as shown in
webinar / demo
July 2020

Possible with
ISO 15118-2 with
PKI hierarchy
layer limitation.

Possible with ISO
15118-20 (based
on current draft)

Yes, as shown in
webinar / demo
June 2021

For infrastructure
route: possible
with use of a
Value Added
Service (VAS) or
other extension
to ISO 15118.

For telematics
route: no impact
on ISO 15118

If n PKls ->n

V2G Root CAs
installed in EV and
Charging Station

On boarding
effort is once per
additional root CA

If n PKls -> max
n(n-1)/2 cross
certificates in
Charging Station
and CCP, only 1

in EV during certif-
icate installation
and setting up
TLS connection

On boarding effort
per additional
cross certifica-
tion relation

If n PKlIs -> n V2G
Root CAs from CTL
installed in EV and
Charging Station

Identical to cross
recognition

On boarding effort
is only once per
additional root CA

Interoperability
handled “in-

side” the EV (for
installing CC and
setting up TLS to
Charging Station)
and EVSE (for
authorizing the CC)

Interoperability is
handled “out-
side the EV" (at
the EVSE /PnC
ecosystem)

Cross certification
entails a bilater-
al trust relation
between inde-
pendent PKls and
therefore requires
the governance
rules to take

this “per actor”/
bilateral character
into account

Trust List Manager

This has an associa-
tion with “central
governance”, due
to the role of the
central Trust List
Manager that

has to trust a PKI

in order to add

it to the CTL.
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16.6.  Co-existing interoperability options

Currently the EV market is rapidly growing and it is not known yet how
many PKl's will coexist and which interoperability option (or options) will
be chosen. Therefore it is interesting to see whether and how it would be
possible to use multiple options at the same time. The overview below
shows that all combinations are possible. The way how this can be han-
dled /the points of attention are given in the following table:

X Multiple verification paths are no problem with most TLS li-
braries (implementers should verify).

X% Whenever cross recognition and a CTL are combined as
mechanisms, it is useful to keep track of which certificates were
added/removed because of the CTL updates and which were
separately installed. It is up to the implementer how to handle
the case when a certificate is removed from the CTL but was
previously added because of cross recognition.
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Cross-Certifica-
tion + Certificate
Trust List

v

store for the V2G Root CAs
that is (partially) managed
by the CTL mechanism

Additionally, cross certificates
can be used, which can lead
to multiple paths for verifying
certificates of Charging Sta-
tion / installation messages

No Variant Handling Handling combination on
combination combination on EV side Charging Station side
1 Cross-Recogni- Cross certificates can be When cross recognition and
tion + Cross-Cer- used in combination with cross certification are used
tification cross recognition. This could in combination, Charging
lead to multiple paths for Stations will have a trust
verifying certificates of store consisting of V2G
\/ the Charging Station Root CAs and cross-certifi-
cates (and MO Root CAs)
This combination could lead
to multiple paths for verifying
Contract Certificates
2 Cross-Recogni- When using this combina- When using this combina-
tion + Certificate tion, the EV must have a trust | tion, the Charging Station
Trust List store for the V2G Root CAs must have a trust store for
that is partially managed the V2G Root CAs and MO
by the CTL mechanism Root CAs that is partially
v managed (adding / remov-
ing) by the CTL mechanism
(for V2G Root CAs only)
3 Cross-Certifica- When using this combi- When using this combina-
tion + Certificate nation, the EV has a trust tion, Charging Stations will
Trust List store for the V2G Root have a trust store consist-
CAs that is managed by ing of V2G Root CAs and
the CTL mechanism cross-certificates (and MO
\/ . ” Root CAs). The V2G Root CAs
Additionally, cross certificates | i this trust store are man-
can be used, which can lead aged by the CTL mechanism.
to multiple paths for verifying
certificates of Charging Sta- MO Root CA's can be man-
tion / installation messages aged by the CSO separately
(either completely by the CSO
or using a CTL for MO Root
CAs as described in 15.1.3)
4 Cross-Rec- When using this combi- When using all mechanisms,
ognition + nation, the EV has a trust Charging Stations will have a

trust store consisting of V2G
Root CAs and cross-certifi-
cates (and MO Root CAs). The
V2G Root CAs are managed
by the CTL mechanism*¥*

MO Root CA’'s can be man-
aged by the CSO separately
(either completely by the CSO
or using a CTL for MO Root
CAs as described in 15.1.3)
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16.7. Conclusion

For the technical interoperability between PKls when using ISO 15118, we
have discussed different variants. All these variants can provide interop-
erability and can all be used in parallel, if that would be necessary based
on market developments. The variants do have some advantages and
disadvantages when it comes to maintenance or technical feasibility,
some variants have more impact than others.

Cross Certification is a feasible interoperability mechanism, in a market
where:

® The number of operational PKils is small, e.g. three (currently only
one, with several more in the making)

® The available space in the EV's trust store is limited
® CSOs can guarantee interoperability us-
ing cross certificates whilst selecting

the PKI of their choice.

A Certificate Trust List is a good and scal-
able interoperability solution in a market

where:

) More PKIs (e.g. more than three) are
operational

) The EV's trust store can hold the larger num-

bers of V2G Root CAs that are on the CTL
) OEMs can guarantee interoperability and an open market by facili-

tating all V2G Root CAs on the Certificate Trust List, enabling CSOs
and EMPS freedom to select the PKI of their choice.
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16.8. Recommendations

The following points require further investigation:

In general it will take more time to review the impact of the ISO 15118-20
draft version that recently has become available. Subsequently we will
explore the possible interoperability demonstrations using the new op-
portunities that the ISO 15118-20 specification offers.

For Cross Certification

The requirement to dedicate one layer for a
cross certificate shall be further explored.

As mentioned in the chapter about cross
certification, not all implementations were
able to setup a TLS connection, although this
should be possible based on the ISO 15118-2
requirements. This should be further investi-
gated how this currently works with EVs on
the market. This could mean that, of cross
certification would be chosen as an interop-
erability mechanism, this would require mi-
nor modifications to EVs on the market to
support this if this ISO 15118-2 requirement
is currently not implemented (correctly). The
CharlIN PKI Interoperability Task Group (for
explaining) and the ISO 15118 Certification
Program (for verification) would be a logical
choice.
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For Trust List

Statements from OEMs about the number of
available “slots” in the EV trust store for in-
stalling V2G Root CAs are mixed / not always
consistent .This topic should be further inves-
tigated to get a more accurate view on the
limitations / possibilities. Without increasing
the capacity in the EV Trust Store, the CTL is
not a realistic interoperability mechanism,
so OEMs need to take into consideration
the storage capacity needed in the EVs trust
store in order to manage the installation of
multiple V2G Root CA certificates.

Work needs to be done to identify who can
fulfil the role of the Trust List Manager.

The CTL approach would need to be speci-
fied as an addition to the ISO 15118, perhaps
in the CharIN PKI Taskforce Interoperability
Document.
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17. INTRODUCTION

The most important aspect of a Public Key Infrastruc-
ture is “trust”. When using digital certificates for se-
curing communication, certificates that are used by
different roles and components in the EV ecosystem
must be trusted by other market participants. Besides
a technical trust aspect, this must also be a trust rela-
tion on a business level.

For market parties to trust a PKI and for independent PKIs to trust each
other (and therefor cross certify or apply a Trust List mechanism) there
needs to be agreement on the individual PKI's Quality rules.

These Quality rules are written down in detail in a PKI's Certificate Policy,

Certificate Practice Statement, audit requirements and other additional
documentation.
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18. PKI QUALITY RULES

18.1.

Quality aspects of a PKI

The operator of a PKI must ensure the quality of the PKI. In order to do

this, it has to provide insight in its own internal procedures and profes-

sionalism, but it must also ensure that each participant in the PKl can be

trusted. In order to do this, the following aspects are important:

A Certificate Policy (CP) which states what are the different enti-
ties / participants of the PKI, the details on the data for-
mats and how the PKI is operated (processes). This
describes, among others, what rules apply for
participants such as Sub CAs in the PKI (entities

that distribute certificates). Examples of these

rules are how to fill the technical fields in certif-

icates and who is allowed to revoke certificates. v
By providing this information in a transparent

way, the contents of a Certificate Policy give in-
sight in the quality of a PKI.

A Certificate Practice Statement that explains how

the operator of the PKI executes its internal processes

(such as issuance, publication, archiving, revocation, renewal).
The details of these processes are sometimes not given, to prevent
providing external attackers with too much information.
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) Underlying audit requirements. As part of the CP, a PKI operator
will state the prerequisites for the different types of participants of
the PKI. An audit is usually performed to determine whether the
requirements in the CP are met. In addition, these audit require-
ments often include providing insight in the technical solution,
but also in security related procedures of a participant. Depend-
ing on the role of the participant in the PKI, example requirements
could be ISO 27001 certification, insight in the participant IT archi-
tecture, applying software and hardware security, insight in the
roles and responsibilities in the participant organization.

® In case of the interoperability option of a Certificate Trust List (CTL),
the Trust List Manager (TLM) will have to comply to quality rules
that guarantee the trustworthiness of the CTL and the Root

CA addition process .

() For the interoperability option of cross certifica-
tion, when 2 PKils are cross certified, it basically means
that one PKIl is responsible for the quality and trust-
worthiness of a certificate that it has never issued
O itself, but that was issues by the other PKI. Conse-
quentially, it can be expected that Root CAs have high
demands / requirements before cross certifying with
other PKis.

18.2. Requirements for applying quality
rules

In order to achieve the goal of having open market access, the following
requirements for applying quality rules are applicable:

) The quality criteria that are applied must be transparent to all mar-
ket participants. It must be clear in advance what is expected of a
new PKI. This allows new PKIls to prepare and prevent unexpected
requirements that might take a lot of work to solve when applying
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for participating in a PKI ecosystem (using cross recognition, cross
certification or a Certificate Trust List).

The quality criteria that are applied must be verified by neutral
auditors. Neutral in this case means that it must not be the PKI
operator itself, nor a market participant nor a company that has
a market participant as a shareholder. The costs for such an audit
should be reasonable and transparent. Furthermore, reasonable
response times should be guaranteed to participants and moni-
tored independently.

The (level of detail of the) information that is to be provided by
participants to the neutral auditor must be relevant only

for verifying quality and must not include any oth-

er, possibly (competition) sensitive information

which could be seen as a barrier for participat-

ing in such an audit. These audits should be

subject to a strict confidentiality agreement.

When multiple PKls are used within the
market, these have to agree on a minimum
quality level for all PKis. Verifying whether this
minimum level is achieved must be either by
agreeing on a minimal CP and adherence to this
CP by a PKI operator must be independently verified
by a neutral entity.

In case of a dispute, a neutral entity must be available for arbitra-
tion. In case of a conflict, that entity can resolve the conflict in a
neutral way, to prevent quality rules being used a barrier for spe-
cific parties / competitors. An example of a dispute could be when
fundamental system choices are imposed to a participant, leading
to high costs and delays in participating in the market.
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18.3. Workin progress at CharIN

CharIN has developed a template for a Certificate Policy (CP) [ref: CharIN-
CP] which contains requirements with a sufficient level of security in
the context of ISO 15118. PKI service providers must meet or

exceed these requirements so that the PKI can be re-
garded as “approved by CharIN". However, this CP is
not specific enough to address and describe the
points mentioned in 18.1 or 18.2.

The quality criteria
thal are applied

must be verified by
neutral audilors

CharlIN has also launched a project called “Plug
and Charge Europe”, that aims to set up a PKI
with CharIN as operator and provider of re-
quired services. Within this project, CharlN will
draft among others a detailed CP, CPS and au-
dit requirements. Whilst it is still early days, this
CharIN documentation could serve as a template
for PKI Quality rules.

18.4. Recommendations

We recommend that the topic of concrete and de-
tailed PKI Quality Rules is addressed at a cen-

tral European Level (e.g. a European Secu-
rity Regulatory body, the AFID, the STF).
We expect that additionally, in some
European countries, this topic will also

PKI Quality
Rules addressed
al a central

European Level

be addressed at a National Legislative
level.
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TERMINOLOGY

This section contains the terminology that is used throughout this doc-

ument.
Terminology Description
cC Contract Certificate
(cycep (Central) Contract Certificate Pool
Certificate A digital certificate authenticates a public key

or entity. See also Public-Key Infrastructure.

Charging Station = The Charging Station is the physical system where an EV
can be charged. A Charging Station has one or more EVSEs.

CharIN Industry association dedicated to promote in-
teroperability based on the Combined Charging
System (CCS) as the global standard for charging
vehicles of all kinds, supporting ISO 15118 as the
standard between EV and Charging Station.

CcP Certificate Policy

COPCP Central OEM EV Provisioning Certificate Pool

CPS Certificate Provisioning Service

CSMS Charging Station Management System. The system that

manages Charging Stations and has the information
for authorizing Users for using its Charging Stations.

CSO Charging Station Operator. Synonym for
Charge Point Operator (CPO)
CTL Certificate Trust List
EMAID E-Mobility Account Identifier
EMSP E-Mobility Service Provider. Syn-
onym for Mobility Operator (MO).
EV Electric Vehicle
EVSE An EVSE is considered as an independently oper-

ated and managed part of the Charging Station
that can deliver energy to one EV at a time.
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High level com-
munication

Intermediate

certificate

Key store

Leaf certificate

MO
OCsP
PCID

Public Key Infra-
structure (PKI)

Trust store

Use case

bi-directional digital communication using proto-
col and messages and physical and data link lay-
ers specified in ISO 15118 series [ISO15118-1]

Certificate between the root certificate at the top of
the certificate hierarchy and the leaf certificates.

A repository of |eaf certificates, their associated private
keys, and optionally intermediate sub-CA certificates; used
for authentication and authorization at a given resource.

Any certificate that cannot be used to sign oth-
er certificates. For instance, TLS/SSL server and
client certificates, email certificates, code sign-
ing certificates, and qualified certificates are all
end-entity certificates. (Source: Wikipedia)

Mobility Operator. Synonym for EMSP.
Online Certificate Status Protocol

Provisioning Certificate ID. Unique identifier of the cer-
tificate that is installed in an EV during manufacturing.

A Public Key Infrastructure is a collection of hard-
ware, software, personnel and operating procedures
that issues and manages digital certificates that are
used for securing digital communication. These certif-
icates link public keys to people or systems. The public
keys can be used to verify digital signatures that were
created with their associated private keys, for authen-
tication and for encrypting data communication.

Similar to a key store, but for certifi-
cates that identify other parties.

A use case is a structured way of describing the (inter)
actions necessary to achieve a certain objective. In this
document, a use case consists of an actor list, a scenario
description, postconditions and a sequence diagram and
is always followed by a list of numbered requirements.
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OTHER PUBLICATIONS
IN THIS SERIES

PUBLICATION

PUBLIC KEY
INFRASTRUCTURE

IS0 15118

"Exploring the Public Key Infrastructure
for ISO 15118 Y
in the EV charging Ecosystem" ! . ’

ElaadNL, Arnhem,
The Netherlands,
November 2018

Download: https://www.elaad.nl/uploads/
files/Exploring_the_PKI_for_ISO_15118_in_
the_EV_charging_ecoystem_V1.0s2.pdf

This first exploration of the ISO 15118 standard explains Public Key Infra-
structures (PKIs) in general, how a PKI design is used to secure the ISO
15118 standard and a first open design of a PKI for ISO 15118. It presents
a multiple options for PKI designs that are possible, with the aim that
industry players and market authorities engage in a discussion on the
way forward.

ElaadNL's vision on the way forward is an open PKI for ISO 15118 pav-

ing the way to create maximum benefit for the EV user and widespread
adoption within the international EV charging markets.
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APPENDIX A: CTL ASN.1 FORMAT

As described in 15.2.1 a Certificate Trust List is a concept, a technical spec-
ification / format of a trust list does not exist and has to be created for
each CTL implementation. Below the technical ASN.1 format for the CTL
that was used in our demonstration project is shown.

V2GCTL

—-— Derived from EtsiTs102941TrustLists { itu-t (0)
identified-organization (4) e (0) itsDomain (5)
5(5) ts(102941) trustlLists(6) version2(2)}

(6

--- Author : pierre.girard@thalesgoup.com

-- Version 0.3

-- Change 1log
-- 0.1: Initial version

-- 0.2: Cor
Certificate as

of ToBeSignedTlmCtl, change

- add signature data structure

-- 0.3: Moved generation time to the signed data
part

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

-- Certificate and Signature are defined as Opaque
to avoid to drag

-- too much dependencies
Certificate ::= Opaque

Signature ::= Opaque
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-- Time32, Opaque, HashAlgorithm and HashedId8
are defined in IEEE1609 (redefined here to avoid
IMPORTS)

-- This type gives the number of (TAI) seconds
since 00:00:00 UTC, 1 January, 2004

Uint32 ::= INTEGER (0..4294967295)
Time32 ::= Uint32
HashAlgorithm ::= ENUMERATED ({
sha256,
.7
sha384
}
Opaque ::= OCTET STRING

--This data structure contains the truncated hash
of another data structure. The HashedId8 for a
given data

--structure is calculated by calculating the SHA-
256 hash of the encoded data structure and taking
the low-

--order eight bytes of the hash output. The
low-order eight bytes are the last eight bytes of
the 32-byte hash

HashedId8 ::= OCTET STRING (SIZE(8))

Version ::= INTEGER {v1 (1)}

Url::= IA5String

CtlCommand ::= CHOICE {

add CtlEntry,
delete CtlDelete,
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CtlCommand ::= CHOICE {

TlmEntry::= SEQUENCE {

cate,
linkTLMCertificate
Certificate OPTIONAL,
accessPoint
Url
}
RootCaEntry ::= SEQUENCE ({
selfsignedRootCa
cate,
linkRootCaCertificate
AL

}

selfSignedTLMCertificate

add CtlEntry,
delete CtlDelete,
}
CtlEntry ::= CHOICE {
rca RootCaEntry,
dc DcEntry,
tlm TlmEntry,
}
CtlDelete ::= CHOICE ({
cert HashedId8,
dc DcDelete,
}
DcDelete ::= Url

Certifi-

Certifi-

Certificate OPTION-
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DcEntry ::= SEQUENCE ({
url Url,

cert SEQUENCE OF HashedIds8 -
RCA (s) certificate digests that publish via
Distribution Centre

}

CtlFormat ::= SEQUENCE {
version Version,
nextUpdate Time32,
isFullCtl BOOLEAN,

ctlSequence INTEGER (0..255),

--used to check that no delta CTL has been mi

ctlCommands SEQUENCE OF CtlCommand,

FullCtl::= CtlFormat ( WITH COMPONENTS {
.
isFullCtl ( TRUE ),
ctlCommands ( WITH COMPONENT ( (
WITH COMPONENTS {

.7

delete ABSENT

))

P

DeltaCtl::= CtlFormat (WITH COMPONENTS {...,
FullCtl (FALSE) })

ToBeSignedTlmCtl ::= CtlFormat (FullCtl |
taCtl)

ssed

the
the

is-

Del-
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-- Simplified signed Tlm Ctl message below to avoid
imports

ToBeSignedData ::= SEQUENCE {

generationTime Time32,

payload ToBeSignedT1lmCtl

}

TlmCertificateTrustListMessage ::= SEQUENCE ({
hashId HashAlgorithm,
data ToBeSignedData,
signer Certificate,
signature Signature

END

The above format is a standard. For many pro-
gramming languages libraries are available to
encode / decode data based on the ASN.1 format.
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APPENDIX B: CTL VALUE
ADDED SERVICE

When implementing a value added service in ISO 15118-2, a number of
fields in the messages related to value added services have to be speci-
fied. Value added services that are offered by a Charging Station can be
discovered by an EV using the ServiceDiscovery messages. The response
to the EV must provide a list of offered services, in the table below the
response to the EV as used in our project is presented.

After discovering the value added service, the service can be used, using
the ServiceDetails message. This message allows parameters to be de-
fined and exchanged from the Charging Station to the EV. In the table
below the parameters used in our demonstration project are listed. The
message that the EV receives does not contain the CTL itself, but the
location where the CTL can be downloaded from the Charging Station.
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System/ Field Value
Message
EV: ServiceDis- ServiceScope <empty>
coveryReq

ServiceCategory <empty>
CS: ServiceDis- ResponseCode => OK

coveryRes

EV: Service-
DetailsReq

CS: Service-
DetailsRes

PaymentOptionList =>

{Contract, ExternalPayment}

ChargeService

(AC_single_phase_core,
AC_three_phase_core}

Servicelist => Ser-
vice => ServicelD

60018

Servicelist => Service
=> ServiceName

"CTLInstallation"

Servicelist => Service "OtherCustom"
=> ServiceCategory

Servicelist => Service "Security"

=> ServiceScope

Servicelist => Ser- True

vice => FreeService

ServicelD 60018
ResponseCode = OK

ServicelD 60018
ServiceParameterList 42

=> ParameterSetID

ServiceParameterList
=> Parameter (string)

Name: “IP_address”, value (e.g
.):“fe80:4elb:86ff:fe89:a0db”

ServiceParameterList
=> Parameter (string)

Name: “Port”, val-
ue (e.g.): “8080"

ServiceParameterList
=> Parameter (string)

Name: “URL", value (e.g.): */
publich2gctii2gctl.der”
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